Information Security (725 U2460) [Compiled on September 15, 2008] Fall 2008

Course Information and Syllabus

This course concerns security issues in multi-user information systems and computer networks.
It will cover fundamental techniques, in particular cryptography, for security and their applica-
tions in practical areas such as electronic commerce.

Instructors

Yeali S. Sun (FHERE), Room 909, Management 11, 3366-1195, sunny@im.ntu.edu.tw

Anthony J.T. Lee (Z%iiZ), Room 705, Management I1, 3366-1188, jtlee@im.ntu.edu.tw
Yeong-Sung Lin (FR7K#2), Room 808, Management I1, 3366-1191, ys1in@im.ntu.edu.tw
Yih-Kuen Tsay (%£%53H#), Room 1108, Management II, 3366-1189, tsay@im.ntu.edu.tw

Lectures

Tuesday 2:20-5:20PM, Conference Room 2, College of Management, Building I (level 4)

Prerequisites

Operating Systems and Computer Networks

Textbook

Cryptography and Network Security: Principles and Practices, 4th Edition, W. Stallings,
Prentice Hall, 2006. (Note: be sure to check out the errata list on the Web site
of the book!)

Supplementary readings.

Syllabus/Schedule

We will study the design and underlying principles of automated tools for protecting
information, including software and data, stored on computers or communicated over
networks. The main focus will be on the fundamentals and applications of cryptographic

technology.
e Overview: basic concepts, architecture, model, etc. (.5 week: 09/16a)
e Symmetric Cryptography: classical techniques, block ciphers, DES, finite fields, AES,
stream ciphers, applications, etc. (3.5 weeks: 09/16b, 09/23, 09/30, 10/07)
e Public-Key (Asymmetric) Cryptography: number theory, RSA, key management,
ECC, etc. (4 weeks: 10/14, 10/21, 10/28, 11/04)
¢ Midterm (2008/11/11)

e Authentication, Hash Algorithms, and Digital Signatures
(3 weeks: 11/18, 11/25, 12/02)

e Network Security: IPsec, virtual private networks (VPNs), IP traceback, firewalls,

denial of service, etc. (2 weeks: 12/09, 12/16)
e Field Trip to the Acer eDC (2008/12/23)
e Network Security (continued) (2 weeks: 12/30, 01/06)
e Final (2009/01/13)



FTP Site

ftp://140.112.106.6 to 15/ (must have an account at im.ntu.edu.tw; a guest account
may be requested)

Grading
Midterm 35%, Final 35%, Homework 10%, Term Project 20%.
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