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The Infection Spreads
The infection spreads to other machines. A fully-fledged botnet, ready to do the bidding of
its herder, can be comprised of hundreds or thousands of machines. Point to a button at the

end to see some common uses for botnets.

ILLUSTRATION: ALBERTO MENA; ANIMATION: DAYID SLEIGHT
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Attack Requests/bot Botnet Total Resour ce exhausted
Bandwidth flood (uplink) 186 kpbs 1.86 Gbps T1, T3, OC-3, OC-12
Bandwidth flood (downlink) 450 kbps 4.5 Gbps T1, T3, OC-3, OC-12, OC-48 (2.488Ghps)
50% of Taiwan/US backbone
Syn flood 450 SYNs/sec 4.5M SYN/sec 20 tuned server
Static http get (cached) 93/sec 929,000/sec 15 servers
Dynamic http get 93/sec 929,000/sec 310 servers
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Division of labor in the shadow economy
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Policies & Legislation

Standards

Guidelines

National Information Assurance Baseline/Framework
Data Protection Law
Electronic Commerce & Electronic Signature Law

Cyber Crime Law

National Internet Security Policy

Healthcare
Assurance Policy

Government Finance Non-Critical
Information Assurance Policy Sector
Assurance - Assurance

Policy u Policy
Other Sector

Assurance Policy

Info-Security Info-Security Info-Security
Management Management Management
Technology Technology Technology
Standards Standards Standards
) ) . Security Guidelines/
Best Practices Best Practices EBest Practices Tips
GOVERNMENT NON-GOVERNMENT GENERAL PUBLIC
Mandatory by Legislations
CRITICAL INFRASTRUCTURE Mandatory by Regulations

Fecommendations Cnly
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