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%3 & =P w5 » ¥
% fﬁ-i o L Fire /it-#(fé,- FA T :T't‘l;’ﬁﬁ 1 Uninformed
Catastrophic | "¢ “¢Flood Non- employee
incident 3= & Earthquake malicious A Frenig ¥ ’}5 Uninformed
# B Severe storm person user
T & Terrorist attack #=7 e f 1 Negligent employee
> ﬁ:" I I I v > /. _
% ® Civil unrestiriots t % ER3 | 5% Hacker, cracker
- Landslide ¥ Malicious | . . 3@ % Computer criminal
£ # Avalanche person e P
Z ¥ 5 2% Industrial accident A % [ 3 Industrial espionage
kA 3 Z % Ik Power outage 1 4% Social engineering
Mechanical % # F & Mechanical failure ok I A g
failure & %8 £ »z Hardware failure Disgruntled current or former
g § @ %7 Network outage employee
s 9‘}*’“%] z Environmental & >+ Terrorist
controls fallure
= # ¥ R, ¢t Construction accident

QSource: NIST 800-30




CSI&Y enFux 22 %

P4 7% #% ¥F (Financial Fraud) $21,124,750 12%
& (Virus) $8,391,800 52%
Tk S oh 3R (System $6,875,000 13%
penetration by outsider)

PR AR (F 1 FER A A ) $5,685,000 17%
(Theft of confidential data)

¥ 7 KB 4% (Laptop or $3,881,150 50%
mobile hardware theft)

hIRE 1 ¥R anE* (Insider abuse $2,889,700 59%
of net access)

PR e %y # (Denial of Service) $2,888,600 25%
P82 49 4. (Phishing) $2,752,000 26%
7% b = (Bot) $2,869,600 21%

@)Source: CSI Security Survey 2007




CVE Top 10 2001~2006

= XSS

Buffer overrun

SQL Injection

Php-include: PHP remote file inclusion

Dot: Directory traversal

Infoleak: Information leak by a product

DoS-malform: DoS caused by malformed input

Link: Memory leak (doesn't free memory when it should)

Format String: Format string vulnerability; user can inject format specifies
during string processing.

= Crypt: Cryptographic error (poor design or implementation), including plaintext
storage/transmission of sensitive information.

9 Source: http://cwe.mitre.org/documents/vuln-trends/vuln-trends.pdf |




OWASP (Open Web Application Security Project) Top 10
2007

= No 1. Cross-Site Scripting (XSS)

= No 2. Injection Flaws

= No 3. Malicious File Execution

= No 4. Insecure Direct Object Reference

= No 5. Cross Site Request Forgery (CSRF)

» No 6. Information Leakage and Improper Error Handling
= No 7. Broken Authentication and Session Management

= No 8. Insecure Cryptographic Storage

= No 9. Insecure Communications

= N010. Failure to Restrict URL Access
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Concept Derivation Formula
9 % ¥]+ Exposure Factor (EF) BPFA AT AL

H - ip 4 ¥ ¥ & Single Loss Expectancy | ¥ A § & X & F1+ (EF).
(SLE)

T yaE 3 4 % Annualized Rate of FEF A X
Occurrence (ARO)

# 3 3 45 4 Annualized Loss Expectancy | ¥ - 4f £ #p ¥ i@ (SLE) x-T 35# 3 4 & (ARO)

(ALE)
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Expected The critical point that the
probability loss of the incident may cause
incident Interruption of a critical
A

business process

Loss
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= — k{2 (Consistency) : % oA B {TR "GITH eSS R - BEF D

= LM (Useability) PR REIR KT \ 2
WEY TR ARRHIFTHRE)LEF D AL VEARET AR
2y % %’** 2R

= ¥ 2 FM (Adaptability) : 2 2RI EV AR AF S A Rl MRS
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= 7 {744 (Feasibility) @ ¥ 103 * B E GV E a0 KB E E R
oo

= = &1 (Completeness) : .3 5 4RI &5 ¥ Hh~t &> 5

= 4 it (Validity) © 2B ch% % w4 F EF PR

= ¥ i #f 1 (Creditability) : S % &7 532 &5 % Eho

Garrabrants, W. M., Ellis, A. W., Hoffman, L. J., & Kamel, M. (1990). CERTS: A Comparative Evaluation Method for Risk Management
Methodologies and Tools. In Proceedings of the 6th Annual Computer Security Applications Conference (pp.251-257). IEEE Computer
Society Press.
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