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Top Security Threats: APT

m Attacks on a specific organization’s people,
systems, vulnerabilities and data (targeted
attacks)

m APTs are growing rapidly.
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How did the hacking happen?
(1/2)

September 2, 2014

m |t was a combination of weak passwords, easy-to-guess

security questions and a bug in Apple's photo backup
service.

m Apple said that the company's core computer systems,
which house all its users' data, were not hacked.

m Apple's "Find My iPhone' app and i1Cloud does not lock
access after several unsuccessful attempts to log in.

m Hackers forced their way into celebrities' accounts by

repeatedly guessing passwords -- or answers to their
security questions.
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How did the hacking happen?
(2/2)

m A targeted attack on certain celebrities whose
accounts were compromised.
 Celebrities lead public lives, hence answers to questions

about their past are easily found on Wikipedia, Internet
and elsewhere.

m Once an account's "Find My 1Phone" app
password Is discovered, the same password often
can access ICloud. People might never know their
accounts have been compromised.
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Lessons

m This Is yet another event that stresses the
Importance of secure passwords.

m “Celebrities” are commonly prime targets of
malicious behavior.

m They need to be especially careful online
with extra precautions.

» Strong, hard-to-guess passwords are a
must.

Copyright 2014 Yeali S. Sun. All rights reserved. No part of this document may be reproduced, stored in a retrieval system, or 5
transmitted in any form, or by any means without the prior written permission of the author.



APT Attacks: complex and
sophisticated

m Today’s APT attackers are operationally
sophisticated.

m They do their own security research.

“The exploits of their malware will not be
detected by commercial off-the-shelf security
solutions. That’s what makes them very difficult
to defend against.” (kZ{=H] )
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Defense Against APTs

m Patching system vulnerabilities remains
Important.

m A lot of solutions build the high castle
walls.

m Take a look inside Is important as well.
(insider threats)
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All Roads to the Digital Future
Lead Through Security

Gartner.
SYMPOSIUM ITXP0" 2014
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Security Myth:
Perimeter Defense Will Protect My Applications

Internet of
Things

Mobile

Insider
Attacks
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Defense Against APTs

m Network

m Examines network flow to see what network
transactions happening inside the network.

%

m Host (system), Apps
m “It profiles behaviors and looks for
anomalous behaviors.”

m Defense strategy against targeted attacks:
developing both external and local threat
Intelligences.
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Enable Applications to Protect
Themselves

Application Runtime

Dynamic

Interaction Output:

|

NN I )
A | .

V High-Assurance

Security
Vulnerabilities
Security-Aware Runtime
Application Design Application Self-
Protection
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Spear-Phishing Attacks

m These emall attacks are a subset of APTSs.

m 95 percent of all attacks on enterprise networks
are the result of successful spear phishing.

m Somebody received an email and either clicked
on a link or opened a file that they weren’t
supposed to.

m For example, Chinese hackers successfully
broke into computers at The New York Times
through spear phishing.
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Traditional Spear-Phishing

m Attacks came In the form of offers for
money, coupons or incredible discounts or
bargains, or come from your bank or email
account provider announcing frozen
accounts and the request to reenter
credentials or personal information.
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Today's Spear-Phishing

m Target at specific companies to gather specific
Information.

m “Some email security solutions can’t handle It
well because they haven’t seen 1t before.”

m “It’s a uniquely created email that somebody only
sent 20 of, so they’re not in the databases.”

m IronPort web and email security appliances by
Cisco Systems and Websense email and web

security products.
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Detect Analyze Response  Recovery  Forensics
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Preface (1/2)

m With cyber crime on the rise, many
organizations rely on intrusion prevention
systems (IPS) to detect and stop attacks.

m But to counter increasingly sophisticated
threats, IPS Is evolving into next-generation
IPS (NGIPS).
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Network Security

m Firewall (Network Intrusion Detection)
m IPsec

m Web Security

m |P Traceback
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Firewall

Professor Yeali S. Sun

Information Management Department
National Taiwan University
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Outline

m Network Security Management

m What are you trying to protect? (norm)
m \What are you trying to protect against? (threats)

m Firewalls
m Techniques for Secure Communications
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Security Management

m “What resources are we trying to protect?”
m data, files, storage device, computers, etc.

m AAA (authentication, authorization, and accounting), identity
management, access control - privileges for resource including
Internet access

m passwords, encryption

= “Against who, must the computer systems be
detended?

m Attacker/hacker, hacking software, insider, outsider, etc.

m Network Security, Computer Security (including
storage) and Information Security
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Network Security

m To protect network r';ou'rer' orkstati
components (hardware and workstation
software) @server‘ g .

mobile

m Internet: “network of networks"
m communication links
« fiber, copper, radio, satellite

m routers: forward packets (chunks
of data)
m protocols control sending,
receiving of msgs
« e.g., TCP, IP, HTTP, FTP,
PPP

m To protect network services

= To protect the content company <y e
delivery over networks network &
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To err is Human

m The techniques attacks used were
technical in nature (and human
natures and behaviors nowadays).

m They exploited weakness in the
implementations of many network
protocols (e.g., TCP) and systems (and
humans).
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Picking a Security Policy

m A security policy Is a set of decisions that
collectively determines an organization’s

posture toward security

m to decide what is and is not permitted
m driven by the business needs of the organization

» guard against employees to exporting valuable data
or importing software (licensing, insider intrusion)

» specific protocols/services can not be used because
of administratively being unsecured
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Stance

m The stance Is

m cost of the failure of the firewall

» a fail-safe design
— if we have overlooked a security hole or installed a broken
program, we believe our firewalls are still safe

m designers’ estimate of that likelihood
m designers’ abilities

Security
Risk Analysis

m “Why would a company risk losing its secrets for
the benefits of network connection?”
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Firewall
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Typical Corporate Security
Concerns

m How can a company prevent users who
access their public Web site from accessing
other

?

= What about internal employees who wish
to transmit highly sensitive data from the
corporate intranet to the outside world?
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Two-tiered approach to
‘hetwork security
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¥irus! Network

xternal DNS, WWw, |
all Relay, public FTP
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Firewall: Basic Requirements

m Commonly used to protect a local system
or network of systems from network-
based security threats.

m At the same time it should allow access
from the Inside to the outside world via
wide area networks and the Internet.
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Firewall: Design Principles

m All traffic from inside to outside, and vice versa,
MUST pass through the firewall.

m One point of control
m Often at the gateway router

m Only authorized traffic as defined by the local
security policy, will be allowed to pass.

m Different features for different purposes.

m The firewall itself MUST be immune to
penetration.
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Firewall: Other Popular
Services

m Security-related events monitoring,
auditing and logging, event reporting

m watch over traffic (or content) to ensure
proper conduct Is maintained

m Network address translator (NAT)
m Maps private addresses to Internet addresses
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NAT: Network Address Translation

local network
(e.g., home network) 7

rest of 10.0.0/24
Internet %0_0_0_4
- &
138.76.29.7 s
All datagrams leaving local Datagrams with source or
network have same single source NAT IP destination in this network
address: 138.76.29.7, have 10.0.0/24 address for
different source port numbers source, destination (as usual)
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NAT: Network Address Translation

NAT translation table

: : _ 1: host 10.0.0.1
2 AT OISy WAN side addr  LAN side addr SRS G AT
changes datagram

138.76.29.7, 5001 |10.0.0.1, 3345 128.119.40, 80

source addr from
10.0.0.1, 3345 to A e
138.76.29.7, 5001,

updates table $:10.0.0.1, 3345
D: 128.119.40.186, 80

@ S: 138.76.29.7, 5001 ! ﬁ
D: 128.119.40.186,80 %(0.0.0.4 @b 10002
‘= s L
7 9 , «L;\\;J
138.76.29.7 " 5:128.119.40.186, 80 _@_
/ ,, D:10.0.0.1, 3345
C S: 128.119.40.186, 80 _@ , ii(w
, D:138.76.29.7, 5001 4: NAT router e 10.0.0.3
: changes datagram
3: Reply arrives dest addr from
dest. address: 138.76.29.7, 5001 to 10.0.0.1, 3345
138.76.29.7, 5001
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Firewall -
Service Characteristics

m Service Control

m Direction Control
m User Control

= Behavior Control
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Firewall Service #1.
Service Control

router CSU/DSU

[irewall

] -
A fir—— i
— - . q Il mm ssscsscisaag

LAN I

Protected Internal
network

m Determine the type of services: Denial vs. Permitted.
m Inbound (ingress) and/or outbound (egress)

m Packet/Content filtering based on some criteria

m e.g., IP addresses, Layer 4 port numbers, protocol numbers, application
contents, etc.

m Deep Packet Inspection (DPI)
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Content Filtering
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Example #1: URI-based filtering
(1/3)

Suppose user enters URL
www . someSchool .edu/someDepartment/home . index
(contains text,

1a. HTTP client initiates TCP references to 10
connection to HTTP server jpeg images)

(process) at 1b. HTTP server at host

www.someSchool.edu on po www.someSchool edu

80 waiting for TCP connection at
port 80. “accepts” connection,

2. HTTP client sends HTTP notifying client
request message (containing

URL) into TCP ConnectionW' HTTP server receives request

Message indicates that client message, form_s response

wants object / message containing requested
object, and sends message into
Its socket
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Example #1. URI-based filtering
(2/3)

/ 4. HTTP server closes TCP

connection.
5. HTTP client receives response
message containing html file,
displays html. Parsing html file,
finds 10 referenced jpeg
objects

time

6. Steps 1-5 repeated for each of
10 jpeg objects
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Example #1. URI-based filtering
(3/3)

m Two types of HTTP messages: request, response

m HT TP request message:
m ASCII (human-readable format)

request Iine\

(GET, POST, GET </somedir/page.htmI>HTTP/1.1
HEAD commands) Host: www.someschool.edu
User-agent: Mozilla/4.0

header Connection: close

lines Accept-language:fr

Carriage return . .
ling feed //Eextra carriage return, line feed)

indicates the end
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Client MTA

SYN, destination port=25

T,

SYN, ACK

PR L

ACK

I

Authentication [SYN]

Server MTA

N

)

S
mAwsibaaatication [RST]

220....

PR

—tl 1 O
—

ACK

AIL FROM...

RCPT To...

250 OK

L=

Continughright 20

o\

J

transmitted in
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Example #2: backlist
based filtering (1/2)

TCP three-way handshaking ( IP of Client MTA )

Different ports (don’t have the function of authentication now)

220: service ready
HELO <domain> // Client MTA use it to identify itself

250 <Server MTA domain>

. <- domain of relaying MTA, I
MAIL FROM: reversing path sender's mail account

RECP TO: forwarding path <. receiver’s mail account I
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Client MTA  Server MTA Example #2: backlist based filtering(2/2)

Continued... : : :
ontinue —  The receiver treats the lines following the “DATA” I
DATA packet as mail data from the sender.
ST - .
« <- 354: Start mail input; end with . I

'\

ACK

Server MTA replies with “ACK” packet
) ACK ( IP of relaying MTAs )
( IP of original host )

ACK

<CR><LF>.<CR><LF>

250 o 250: Requested mail action okay, completed I

_
—

—
L,

—
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Firewall Service #2: Direction
Control

m Determine the direction in which particular
service requests may be initiated and
allowed to flow through the firewall.

m Example: ftp via TCP connection blocking
a TCP flags (8-hit)

m TCP connection establishment — Three-way
Handshake.

» Syn, Syn/Ack and Ack
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Example: Security control of TCP

connections (1/3)
32 bits

source port # | dest port #
sequence humber

cknowledgement number
MA'PE S|F| rcvr window size
}hzels(um ptr urgent data

/

RST, SYN, FIN:v" | Options (variable length)
connection estab

(setup, teardown
commands)

ACK

application

data
(variable length)
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Example: Security control of
TCP connections (2/3)

Connection Establishment using Three-Way

Events At Site 1

Send seq=x

Receive segment

Send ackSeq=y+1

Handshake

Network Messages

%

NN pCK

y
%’

Events At Site 2

Receive SYN segment

Send SYN seqg=y,
ACK ackSeq=x+1

Receive ACK segment
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Example: Security control of
TCP connections (3/3)

SYN
<
AmmmmwSYN/ACK -
Enterprise :
network firewall Internet
ftp client ‘ SYN ftp client ‘

S

m TCP Connection Blocking - A rule to block TCP
connections initiated from the outside while allowing
responses to internally initiated connections

m “passive open” in FTP - allows only inbound ftp data for
sessions that were Initiated from inside the private
network.
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Firewall Service #3:
User Control

m Control users’ access to a service.
m Local users
m Outside users — authentication IS needed.
m Virtual Private Network (VPN)
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Firewall Service #4:
Behavior Control

m Control how particular services are used,
e.g.,
m Authorization of resource access

m Only limited access to portions of information
on a web server.

m Filter email to eliminate spam
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Limitations

m The firewall cannot protect against attacks
that bypass the firewall.

m .g., dial-out capability, dial-in modem pool

m Does not protect against internal threats
m e.g., local users cooperate with external attacker.
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Example of Commercial
IDS/IPS Products

m |DS: Intrusion Detection System
m |PS: Intrusion Prevention System

m All models may have similar functionalities
and features.

m But models are configured for a wide range
of performance and price.

m e.g., entry level price (e.g., 1.5Mbps), price for
enterprise models (100Mbps) and price for
multi-gigabit for carriers.
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Intrusion Detection Systems
(IDS)

m A great number of intrusion detection systems (IDS) are software

applications running on standard Microsoft windows or Linux
platforms.

m For 10 Mbit/s Ethernet links, these platforms provide sufficient power
to capture and process the data packets.

m However, for higher-speed links (gigabit and higher) hardware
accelerators must be integrated into IDS systems, to process packets in
real-time (or near real-time).

- Network Security Management —

Intrusion Detection Attack Analysis Network Forensics
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Types of Firewalls

m Packet-filtering
m Stateful inspection firewalls
m Application-level gateway
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Packet Filtering Router

Corporate Router
-~ Network with
Packet
Filtering

m To block transmission of certain classes of traffic
m Inbound/Outbound filters
m Access Control List (ACL) —a set of rules
m Per-packet inspection
m [t typically does not have the ability to maintain session
state
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Packet-Filtering Gateway -
Example

Action src port dest port comment

block SPIGOT * * * /I € inbound: don’t
trust this host

allow * * our-gw 25 // inbound: connect to
our SMTP port

allow our-gw 25 * * /| = outbound: our

mail server connect to other SMTP port

allow * * * 25 // outbound: any

internal hosts connect to outside SMTP well-known port ; this however
could be a security hole

block * * * * default
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Packet-Filtering Gateway-
Example (cont'd)

Action src port dest port flags comment

allow our hosts * * * * /| = outbound:
only originating internally

allow * * * * ACK /I €inbound:
replies to our connections

allow * * * >1024 /Il € traffic to

high numbered ports; this however could be a security hole
block * * * * default
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Packet Filtering: filter
database (1/3)

m Contains a set of filters (rule).
m Each filter i1s a combination of K values, one for each

header field.

Packet filtering (dropping) based on source address,
destination address, source port, destination port,
protocol type, or TCP flags

m e.g., SYN and ~ACK - connection initiation; others do have ACK
bit set

“Content-based” Inspection and Filtering

m e.g., more than black mail list (mail spams, bad mail relay hosts),
porno sites, etc.
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Packet Filtering: filter
matching - search (2/3)

m Three kinds of matches
m exact match, prefix match, range match

m Exact match
m useful for protocol and flag fields

m Prefix match
m The filter field should be a prefix of the header field.
m useful for blocking access from a certain subnetwork

m Range match
m The header values should lie in the range specified by the filter.

m useful for specifying port number ranges, address ranges.

m Each filter has an associated directive
m allow or block
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Packet Filtering: filter
matching - search (3/3)

m Several existing firewall implementations
do a linear search.

m poor performance for large filter databases

m Some use caching to improve performance

m Cache full packet headers to speed up the
processing of future lookups

m The hit rate of caching full IP addresses Is at
most 80-90%.
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Spoofing Attacks
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"IP address spoofing” Attacks

y  network, network,
R -

“! - .

\ERERE] N4 4

network; Ja S | network

\m

> S network

m [he intruder transmits packets from the outside with internal
source address.

m Solution — discard packets If it is not from the port it is
supposed from.

m Spoof trusted IP source address to pass firewall check (need
sender authentication)
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Source Routing Attacks

m Source routing

m The source station specifies the route that a packet
should take as It crosses the Internet.

m The sender “hopes” to bypass security measures
that do NOT analyze the source routing
Information.

m Solution: discard any packets with source routing.
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Tiny Fragment Attacks

m The intruder uses the IP fragmentation option to
create extremely small fragments and force the
TCP header information into a separate packet
fragment.

m To circumvent filtering rules that depend on TCP
header.

m Only the first fragment Is examined and the
remaining passed through.

m Solution: discard any packets whose protocol
number is TCP and IP fragment offset is 1.
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IP Fragmentation and

Example

m 4000 byte
datagram

= MTU = 1500
bytes

4000=20+3980
=(20+1480)+(20+1480)
+(20+1020)

Reassembly

length [ID
=4000]=x |

fr‘agflag offse’r _I

length
=1500

ID
=X

fragflag
=1

One large datagram becomes
several smaller datagrams

offset
=0

length
=1500

ID
=X

fragflag
=1

offset
=1480

length
=1040

ID
=X

fragflag
=0

offset
=2960

B .
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Tiny Fragment Attacks

m The size of the basic block in IP fragmentation is 8
octets (= 8 bytes = 64 bits)

m Fragment Offset in IP header (in 8 bytes)
m TCP Y header - 20 octets (not including options)

m First 8 octets include src port, dest port, seg
number

m Second 8 octets include ack number, SYN, ACK, ...

m The last 4 octets include checksum, urgent data
pointer
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Tiny Fragment Attacks

m Attacker must put the first 8 octets and the
second one In two separate IP datagrams

m One IP datagram carries the first 8 octets
(offset=0)

m The second IP datagram carries the second 8
octets (offset=1)

m Because src port and dest port are in the
first 8 octets while SYN and ACK are in the
second 8 octets
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Types of Firewalls

m Packet-filtering
m Stateful inspection firewalls
m Application-level gateway
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Why Need Stateful Inspection

m It is NOT sufficient to examine packets
in isolation (i.e. individual packet basis)
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Worm
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Case: Slammer/Sapphire (1/2)

On January 24, 2003, the W32.SQLExp.Worm (later named
Slammer/Sapphire) was released into the wild.

This worm exploited a stack-based buffer overflow
vulnerability in Microsoft's SQL Server 2000 software
(including MSDE 2000).

The speed at which this worm propagated was novel and
scary.

The worm was released and within ten minutes it had
compromised 90% of all vulnerable systems worldwide.

Before this incident, worms of this type were merely
theoretical, given serious consideration primarily in the
academia.
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Case: Slammer/Sapphire (2/2)

m It takes even the fastest vendors hours or
days to produce a signature for systems.

m A vulnerable network was compromised In
seconds, much too quickly for even the
most diligently updated signature based or
rule-based intrusion detection system.
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Rule-base Intrusion Detection

~act base + Rule base = Knowledge base
Predicates (IF-THEN clauses)

~orward chaining

EXxpert
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Internet Worm

m Worm is a self-propagation computer
program that automatically exploits the
vulnerabilities of the software/computers
In the Internet.

m Attack consequences
m disrupt the computer system

m consume network bandwidth
m Install any malicious software
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Worm Spreading: Stages (1/3)

m Probing (optional)

m Select target hosts (victims) and send
probe requests to check the existence of
vulnerability

‘Q Probing R Q

&' &v
Attacker Victim
(Infected host) (Target host)
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Worm Spreading: Stages (2/3)

m Compromising

m EXploit the vulnerability and gain execution
privilege

m Send and execute the worm code

m Cause certain damages

iD. Compromising
i ——

&'
Attacker Victim
(Infected host) (Target host)
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Worm Spreading: Stages (3/3)

m Replicating
m Replicate itself and continue spreading

—— Replicating

“D. Compromising
i —=—|

&‘ \
Attacker Victim
(Infected host) (Target host)
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Worm Attack: Characteristics

m Attack procedures

m Each worm has its specific attack procedure to compromise
the network service of the victim.

m Invariant signature
m The worm payload has inevitable invariant exploit bytes.

m Outbreak
m High traffic volume

m Address dispersion

» Due to the wide spreading, the infected host selects a wide range of IP
destination as next targets.

m Zero-wait spreading
« A victim launches the same attack as soon as it is infected.
m Epidemic spreading

» Three phases: slow start, fast spread, slow finish "
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Problems

m Internet worms observed in the literature posses
sophisticated and complex behaviors.

m Target on specific service/application (employing
certain communication protocols).

m The entire course of attack undergoes a series of
actions for a certain period of time.

—> Per-packet or per-connection monitoring is
insufficient.

> Procedure or behavior-based monitoring is
necessary.
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Problems? (cont'd)

m Internet worms propagate rapidly and cause
severe damages.

m Worst, once compromising target host, they can

secretly transplant any other programs for future
attacks.

> An early detection system is necessary and
important.

m avoid severe damages
m mitigate the threats as early as possible
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Rapid Epidemic Infection

m So ... what Is the solution to a worm that
doubles its infection rate every 8.5 seconds?

m Statistical-based (aka. behavior-based)
anomaly detection.
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Statistical Intrusion
Detection

m [arget

m Profiling (normal behavior)

m Measure(s) (a vector of statistics)
m Deductive process

m False positive and false negative
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Information used in stateful
inspection technology (1/2)

m Communication Information

= Information from all seven layers in the
packet

m Communication State
m derived from past communications

mE.J.,

 Save the outgoing PORT command of an FTP
session; used to verify an incoming FTP data
connection.
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Information used in stateful
inspection technology (2/2)

m State Information (context basis)

m derived from past communications and other
applications.

m Used In making the control decision for new
communication attempts.

m €.7., a previously authenticated user would be
allowed access through the firewall for
authorized services only.
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Stateful Inspection

m Packets are intercepted at the network layer.

m Packets are examined from all communication
layers and relevant data are extracted only.

m These data are analyzed to derive communication-
derived state and application-derived state and
context Info

= The system maintains this information in dynamic
state tables for evaluating subsequent connection
attempts.

m This provides cumulative data against which
subsequent communication attempts can be
evaluated.
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Types of Firewalls

m Packet-filtering
m Stateful inspection firewalls
m Application-level gateway
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Application-Level Gateway

m Better security than packet filtering
m Service RELAY
m also known as proxy server

m e.g., offering controlled TELNET, FTP, and
SMTP access.

>
e
Enterprise ~ — virtual [
network o recv
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Application-Level Gateway

(cont'd)

m Application gateways breaks the client/server
model:
m one from the client to the firewall and
m one from the firewall to the server.

m 1o log and control all incoming and outgoing
traffic

m €.g., restrict outbound FTP traffic to authorized
individuals (user authentication)

m support only specific features of an application that the
administrator considers acceptable.
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Application-Level Gateway
(cont'd)

m Authentication server for inbound services

m Users gain access to an internal network by
going through a process that establishes session
state, user authentication, and authorization
policy.

m Provides strong security because the session flow is
retained at the application layer.

m Performance is a major issuel
m Maintaining session states is CPU intensive.

m Can handle only a limited number of sessions at one
time. <

m Must at least compatible with line speed (packet per
second (pps)).
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Comparisons

Firewall Packet filters | Application- Stateful
Capability level gateway |inspection
Communication | Pgrtial Partial Yes
Information

Communication | No Partial Yes
-derived State

Application- No Yes Yes
derived State

Information Partial Yes Yes
Manipulation
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Proxy Server with User
Authentication

m Proxy server challenges a user initially at the
application layer.

m May Integrate with an industry-standard user
authentication database, e.g.,

m Terminal Access Controller Access Control System
(TACACS)+

m Remote Authentication Dial-In User Service (RADIUS) I

m Once passed, the firewall shifts the session
flow, and all traffic thereafter flows directly
between the two parties while maintaining session
state, e.g., VPN.
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Access from the Internet

Network

Access

[ Corporate |
\_Campus

Syslog
Server

"RADIUS Server

Server

SDN BRI

Telecommuter
| mobile
: User

Dial-In Access
(ISDN, POTS, Cable,
Wireless, ADSL)

Branch Office
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Bastion Host
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Bastion Host

m It Is a system identified by the firewall
administrator as a critical strong point in
the network’s security.

m It IS suitable to serve as application level
gateways
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Bastion Host: Characteristics

m Secure version of operating system

m Only the services that the network administrator
considers essential are installed

m May require user authentication before a user Is
allowed to access to the proxy services.

m Maintains detailed audit info by logging all traffic,
each connection and Its duration.

m Audit log Is important to discover and terminate
Intruder attacks.

m Each proxy module is independent and separately
managed.
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Single-homed bastion host

Bastion LSHE ?

Private
network hosts

Internet

filtering
router

Information
SErver

(a) Screened host firewall system (single-homed bastion host)

m The router

m for inbound traffic, only allows IP packets destined for the bastion host.
m for outbound traffic, only allows IP packets sent from the bastion host.

m Bastion host: Authentication and proxy functions.
m They are on the same network
m If router is comprised, door is opened up. 97




Dual-homed bastion system

filtering
router

Private

SErVEr

(b) Screened host firewall system (dual-homed bastion host)

m Two physically separate networks
m Bastion host serves as a gateway
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Screened subnet firewall

Bastion L&

Private
network

Inside
router

Outside [
router

Information Modem
Server

(c) Screened-subnet firewall system

m Two packet-filtering routers and a bastion host.
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UDP High Ports (1024+) Command channel NSM ->Sensor

UDP 8500 Command channel NSM ->Sensor

Intrusion Prevention System Architecture
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SSL
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Security Policies * Hips Integration Alert Delivery
Profiles Signature Alert Analysis Aggregation User-defined Actions
Administrative Domain Reporting Correlation SNMP Traps )
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M-8000 (outer)

2. Console port

3. Auxiliary port

4. SFP Gigabit Ether@®t Monitoring pokts
5. XFP Gigabit Egfernet Monitoring ports
6. XFP Interconnect ports
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7. Response port (on M-8000 S only)
8. Fail-Open Control ports

9. External Compact Flash port

10. Power Supply A

11. Power Supply B
12.10/100/1000 Interconnect ports
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Creating or Customizing a Policy

Policy ‘

Inbound Rule Set

|Outbound Rule Set \w Attack ‘

]

Attack

‘ Signatures ‘
\{ Signatures ‘
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How sensor works

Manager

packet

Sensor Alert / Attack Log
DoS
Engine
User- .
: Signature
}Protocql R defined Engine - packet
Analysis rule
matching Anomaly
Detection
from L2 \‘ Engine
through L7 !
T i""""""""""l
. Ex: ACL, IP spoofing, |
TCP & IP setting '
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NSP deployment in NTU

ISP
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MySQL
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mirror of NTU Campus
inbound . P
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Denial of Service Attacks
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Introduction

m Motivated by t

ne widely known February 2000

distributed attacks on Yahoo!, Amazon.com,

CNN.com, anc

other major Web sites.

= A denial of service Is characterized by an explicit
attempt by an attacker to prevent legitimate
users from using resources.

m Even though denial of service attacks have existed

for some time,

their recent distributed formats

have made these attacks more difficult to prevent.
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Characteristics of DoS
Attacks

m Examples of denial of service attacks
Include:

m Attempts to “flood” a network, thereby preventing
legitimate network traffic.

m Attempts to disrupt connections between two
machines thereby preventing access to a service.

m Attempts to prevent a particular individual from
accessing a service.

= Attempts to disrupt service to a specific system
or person.
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Attacks that Exploit
Vulnerability of TCP and IP

Protocols!
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Example Attacks

m IP Spoofing Attacks

m Source Routing Attacks

m Tiny Fragments Attacks

m Stateful inspection

m Sequence number prediction

m TCP SYN flooding

m The Land Attack - IP DOS
m Shipping
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Example #1: IP Spoofing
Attack

m Attacker ¥ 2 p {73 g % d) en [P packet ®
source address s - o

mvictim & ;% i B i ¥ KRk o

m How to do IP spoofing?

m Use raw socket

& d12% raw packet 0 checksum » 12 3gF ¢
Ay o F R EEnEt e o oA Ak drop o
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Example #1: IP Spoofing Attack -
IP Header

0 1 2 3
0123456789012 345b5678901223456788%01
oottt —F—F—F—F—F——F——F—+—F—+—F—+
| Version| IHL |Type of Service| Total Length |
-+t -ttt -ttt -ttt -ttt -ttt -ttt -+t —+-+—+-+
| ITdentification |Flags | Fragment Offset |
oottt —F—t—F—F—F—F—F—F—F—F—F—F—F—+—F—+
| Time to Live | Protocol | | Header Checksum | |
+—t—t -ttt -ttt -ttt -t -+ —F-t—+—F -t -+ttt -+ -+ -+—+-+
| Source Address |
t—f -ttt —F -+ -+ [ttt —F—+
| Destination Address |
+—t—t -ttt -ttt -ttt —F-+—+-+-+-+-+ +—t—t—t—t—t—t-+-+-+
|
_|_

Cptions | Padding |
ettt -ttt -+t t—t—t—t—t—F—t—t—Ft—+—+

Fxzam er

Hacker o] 51T
= H checksum
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Example #1: IP Spoofing Attack -

0

0123456789012 345678501234 56785901

TCP Header

1

2 3

-ttt -ttt -+ -+ -+ —+
Source FPort |
t—F—t—F—t—F-+-F -+ -F -+t —+—+-+

Sequence Number

Destination FPort

-ttt -ttt -+ -+ -+ —+
Acknowledgment Number
t—F—t—F—t-F-t-F -+ttt -+ -+ -+

|
_|_
|
|
|
_|_
|
_|_
|
_|_
|
_|_

_|_

_|_

t—t—t—+—+-+-+

R e i it

t—t—t—t—+—+-+-4=

_|_

Data |
Off=et|

|UIAIPIRIS|F

Feserved |R|IC|IS|S|Y|I|

|GIEIHITIN|N]

| Checksum | |
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Options

data

Hacker o] 57T
= H checksum
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Example #1: IP Spoofed Denial-of-
Service Attack - "Smurf”

m Use forged ICMP echo request packets sent to IP broadcast

addresses.

m The victim source is flooded with simultaneous replies (1998).

m ICMP Echo/Reply A ~ 3
HELLO? A >B
Al = B
HELLO!B > A
m Spoofing Source address
A = | B C
HELLO?C->~B

A

B

HELLO'B->~C
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Example #1: IP Spoofed Denial-of-
Service Attack - "Smurf”

m Sending a large amount of ICMP echo traffic to a
set of IP broadcast address with a specified
spoofing source address.

B1
B2

A = | B3 C
B4

HELLO? C == ALL
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Example #1: IP Spoofed Denial-of-

Service Attack - auto tools

m Automated tools are used to send attacks to
multiple intermediaries at the same time.

m Causing all of the intermediaries to direct their
responses to the same victim.

m Tools looking for potential intermediaries in
attacks.
m Routers that do not filter broadcast traffic

(broadcast/multicast storming) and networks
where multiple hosts respond.
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Example #1: IP Spoofed Denial-of-
Service Attack - performance

degradation

m Both the intermediary and victim of the attack
may suffer degraded network performance - both
on their internal networks or on their
connection to the Internet.

m Performance may be degraded to the point that the
network cannot be used, 1.e. denial of service.
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Example Attacks

m IP Spoofing Attacks

m Source Routing Attacks

m Tiny Fragments Attacks

m Stateful inspection

m Sequence number prediction

m TCP SYN flooding

m The Land Attack - IP DOS
m Shipping
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Example #2: IP-spoofed TCP SYN
Flooding Attack

m Any system connected to the Internet and
providing TCP-based network services
(such as a Web server, FTP server, or mail
server) Is potentially subject to this attack.

m T he attack itself 1s fundamental to the TCP
protocol used by all systems.
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Example #2: IP-spoofed TCP
SYN Flooding Attack

TCP connection establishment

Client Server
(state) (state)
CLOSED LISTEN

e | SYN-SENT leme

: SYN-RECEIVED

ESTABLISHED = O YN & AUK |

+1 | ESTABLISHED
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Example #2: IP-spoofed TCP
SYN Flooding Attack

m = & “SYN packet i% jLsc# 1 %

mALTCHE D ¥ € %7 SYN 5~151 i 4

m A K f AR R Ak Sdqueue” o F
% i 45{)3\' o & X % Pltimeoutp 7 5
(" BL 75%/)

m B wiq-v]z connection &7 buffer /& 7 >
R ATiE ke SYN € AL drop #-
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Example #2: IP-spoofed TCP
SYN Flooding Attack

m Attacker £ % :% 11 &7 SYN packet t spoof k& IP >
M PR IPEEFHERIFPERT AP
m Victim ¢ %+ spoofed source IP = SYN+ACK -
m 4% spoofing 73 IP 5 &= » B| ¢ w RST - Victim 4z 5|

RST ¢ #-queue * éﬁSYN;%—K,f ( ) o
m 4% spoofing 1 IP % % % - B victim B € % 1% > i
= DoS ( ) °

B T 3 ﬁ%ﬁwﬁﬁﬁi * o L3
victimJyc % 3| RST> ma #F g EF 1 ¥ 7 ACK >
i = victim TRy o
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Example #2: IP-spoofed TCP SYN
Flooding Attack - case 1

. an 53 p
SYN+ACK Victim
- (Server)
Si
3 RST
(71 5 51,52,53
o SY
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Example #2: IP-spoofed TCP SYN
Flooding Attack - case 2

Attacker

< SYN+ACK
* iR

* ] P O

51,52,53
IR AFAE
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Example Attacks

m IP Spoofing Attacks

m Source Routing Attacks

m Tiny Fragments Attacks

m Stateful inspection

m Sequence number prediction

= SYN flooding

m The Land Attack - IP DOS
m Shipping
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Example #3: The Land/
Latierra Attack

m Attacker sends a packet to a victim machine with
the source host/port the same as the destination
host/port (IP Spoofing).

m Victim vz 3] ¢ KiRE p eniz e chite pF o € @& 2
i+ ¥ e e

B F 5 A RJTE k SL¥ I B 2R A chimplementation # fe o
B A REE
m Crash/hang
m Slow down
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Example Attacks

m IP Spoofing Attacks

m Source Routing Attacks

m Tiny Fragments Attacks

m Stateful inspection

m Sequence number prediction

= SYN flooding

m The Land Attack - IP DOS
m Shipping
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Example #4: Snipping

" R - B X :s Vig i B BT
m A7 Y ’F'EJX - Y e TCP sequence number

&R FAE N 7 3 & A2 aTCP sequence number:s

RST packet 3| XzY
(spoofed IP packet with X or Y)

m HER R AXEY2 BFangRe % cut off
(snip) an on-going TCP connection
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Denial of Service

& P T AN o
m AR B TEG
s UDP Flood Attack
m ICMP Flood Attack
m ICMP Smurf Flood Attack
m PR B R
m TCP SYN Attack
m File/Socket Descriptor, CPU, Disk, Process
i EE
m AT W AR Kp e kR IPER
(IP Spoofing) -
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Distributed Denial of
Service Attacks
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DoS and DDoS

m Denial of Service (DoS) :
mi R Fede ke o2 P TR - R
- A R IRERER 0 g A
HRA BT FRY FRFEERL o

m Distributed DoS (4 $73" e PRF2) :
B AR e Y i R
- A E R R RaERER 0 bR R
FAE  ERE B YR F RS
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Distributed Denial of
Service (DDoS)

m Tools utilize distributed technology to create large
networks of hosts capable of launching large
coordinated packet flooding denial of service
attacks.

m Examples

Trinoo

Tribe flood network (TFN)
Stacheldraht

Shaft

TFN2K

etc.
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master daemon

N\

\
S daemon
\\ 7
daemon Mo \
% ﬂ daemon
daemon S
A\ )

Real

/
% attacker
o)

The four components of a distributed denial of service
attack: a real attacker, a control master program, attack
daemon and the victim
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A DDoS attack is composed of
four elements ...

Victim
O Ttrtle ’E(arget host that has been chosen to receive the brunt of the
attack.

Attack daemon agents

m These are agent programs that actually conduct the attack on the

target victim.

m Deploying these attack daemons requires the attacker to gain
access and infiltrate (break through secretly) the host computer.

Control master program
m Its task is to coordinate the attack.
Real attacker

m By using a control master program, the real attacker can stay
behind the scenes of the attack.

Copyright 2014 Yeali S. Sun. All rights reserved. No part of this document may be reproduced, stored in a retrieval system, or
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DDoS Attack ws
 Agents

v E

Server Illlll
Hacker #E—& Master

Server %} Agents i Internet <&
S > BT - ™

H ¢ Agents £2 Master Server E_3f 4%
W~ RA S I EE R o T T
BAPRMsT AR o RERTE L e

Cé ;
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DDoS Attack ws

Agents

Master
Server ‘ \ ‘ \ ‘ \ ‘ \
Hacker ZEftayikas EfE

F client 20128 Internet «*

Master Serverz 3814
W =
139 of 126

B8
_—
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DDoS Attack

Master
Server

Master Server £
5<% Agents » [HHEF
Agents FHZEEFZEHKN
BS .

=seered in a retrieval system, or 14
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DDoS Attack (4/4)

Master
Server

——
@ ZEH IR
ggg {52 FZfR Y
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Attack scenario

m Attacker -> Master : “execute” message
m Master -> Daemons : command
m Daemons -> Victim : attack

m The attacker must study the target’s network
topology and search for bottlenecks and
vulnerabilities that can be exploited during the
attack.
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Trinoo

m A distributed tool used to launch coordinated
UDP flood denial of service attacks from
many sources.

m A trinoo network consists of a small number of
servers, or masters, and a large number of clients,
or daemons.
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Trinoo (cont'd)

Scenario

‘///

‘///

An intruder connects to a trinoo
master and instructs that master to
launch a denial of service attack
against one or more IP addresses.

The trinoo master communicates
with the daemons giving
Instructions to attack one or more
Il?taddresses for a specified period
of time.

Intruder --> master; destination
port 27665/tcp

master ---> daemons; destination
port 27444/udp

daemons ---> UDP flood to target
with randomized destination ports

||

|| |

= =

Attacker Attacker TC P
Ny gy
aster Mast Master Master UDP

Copyright 2014 Yeali S. Sun. All rights reserved. No part of this document may be reproduced, stored in a retrieval system, or
transmitted in any form, or by any means without the prior written permission of the author.

14
4



DDoS Attacks a2

m TEN:
A TCP ~ UDP ~ ICMP >M ICMP echo reply >D =>
UDP Flood
SYN Flood

Smurf
ICMP Flood

m Stacheldraht:

A TP\ TP IEMPS A -5 UDP Flood ~ SYN Flood
(encrypted) ICMP Flood -~ Smurf
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DDoS Attacks /2

m Shaft:
A —=—>M —2—>D => UDP Flood - SYN Flood
ICMP Flood ~ Smurf
m It has the ability to switch control master servers and ports in

real time.
m TFN2K:
A TCP ~ UDP ~ ICMP >M TCP ~ UDP ~ ICMP >D =>Smurf
(encrypted by a key-based CAST-256) UDP Flood
SYN Flood
ICMP Flood
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Defenses Against Attacks

m Many observers have stated that there are
currently no successful defenses against a fully
distributed denial of service attack.

m Nevertheless, there are numerous safety measures
to make the network more secure.
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Defenses Against Attacks

m (1) Filtering Routers:

m Filtering all packets entering and leaving the
network protects the network from attacks.

m The measure requires installing ingress and
egress packet filters on all routers.

m |P Traceback

Copyright 2014 Yeali S. Sun. All rights reserved. No part of this document may be reproduced, stored in a retrieval system, or 148
transmitted in any form, or by any means without the prior written permission of the author.



Packet-Filtering in a Stand-
alone Firewall

firewall
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Two-tiered approach to
network security

. Demilitarized ,
. Zone (DMZ2)

198182234 0

: 1
¥irtua! MNetwork . "
of gicbal regsieed i i
i - addresses !
Giane _,fl ] :
1 1
1 1
! “ari asfion| :
=xiomal OhE, WWW | Mal Fl.nl.n'r :
Fublic FTP, Eic.
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Defenses Against Attacks

m (2) Disabling IP Broadcasts:

m By disabling IP broadcasts, host computers can
no longer be used as amplifiers in ICMP Flood
and Smurf attack.

m ‘‘“Traceroute”

= CCPing99
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Defenses Against Attacks

= (3) Applying Security Patches:

m Hosts must be updated with the latest security
patches and techniques.

m Example: Program bugs
» Web program -- escape code.
« Buffer overflow
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Defenses Against Attacks

m (4) Disable Unused Services:

m If network services are unneeded or unused,
the service should be disable to prevent
tampering and attacks.
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Defenses Against Attacks

m (5) Performing Intrusion detection

m Network monitoring Is a very good preventive
way of guarding against denial of service
attacks.

m By monitoring traffic patterns, a network can
determine when it is under attack, and take the
required step to defend itself.

m Passive, off-line
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Defenses Against Attacks

m (6) IETF's IP Security Authentication Header/
Encapsulating Security Payload (AH /ESP)
protocols/algorithms to authentication and encrypt

data packets.

m Allows companies to create a virtual private
network (VPN) across the Internet or any other
packet network.
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Conclusion

m Hackers/Intruders will keep hacking and intruding.

m Administrators should keep systems/networks
working.

m Firewall serves as the first-line protection.

m Firewall products mainly differ in their
performances
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The end. ©
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Network Address

Translation

= NAT, RFC 1631
m To alleviate the problem of IP address depletion

m Address reuse by private networks

m To map the reusable IP addresses of the leaf domain to
the globally unique ones required for communication
with hosts on other networks.

m Many proxy server (firewall, router) provides
NAT functionality.
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Dynamic Address Allocation

m Mapping between local and global addresses is done
dynamically.

= An Internet-bound packet sent by a host on the
Inside network follows default routes to the inside
Interface of the Firewall.

m Upon receipt of the outbound packet,
and compared to an internal
table of existing translations.

m If the Inside host's address does not appear in the
translation table, a new entry Is created for the host.
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Dynamic Address Allocation

(cont'd)

m A a globally unigue IP number from t
avallable addresses Is assigned to the

ne pool of
Nost.

m The actual translation is accomplished by
changing the source address of the packet to this

"legal" address.
m The checksums are updated.

m After a user-configurable timeout period, during
which there have been no translated packets for
a particular address mapping, the entry Is removed
and the global address is freed for use by another

Inside host.
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FTP Example

m Packet filters have two choices with regard to outbound
FTP connections.

m Either leave the entire upper range (greater than 1023) of
ports open which allows the file transfer session to take
place over the dynamically allocated port, but exposes the
Internal network, or they can shut down the entire upper
range of ports to secure the internal network which blocks
other services.

m This trade-off between application support and security Iis
not acceptable to users today.
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Remote Address Dial-In
User Service (RADIUS)
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RADIUS

m Remote Address Dial-In User Service
(RADIUS)

m An access server authentication and accounting
protocol

m RFC2058 (protocol specification) and RFC
2059 (accounting)
m Use UDP protocol

s RADIUS implementation provides the functions of
server availability, retransmission and timeouts
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RADIUS (cont'd)

m A client/server protocol
m client: Network Access Server (NAS)

m Server: a daemon process running on some
UNIX or NT machine

m Server can to RADIUS server
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Remote
PC user

® User

dials in to
remote
aCCess
server.

Remote
ACCESS

SErver

(RADIUS |piciRas
client)

@ Using the

RADIUS protocol,
the remote access
server, a RADIUS

(B) The

authentication
server checks
request against

client, sends its user D
requests for database.
authentication/

authorization to the

proxy server.

RADIUS proxy
server and user
D database

F-

Data

Master RADIUS server
and user |D database

(@) viaRADIUS,
the proxy server
instructs the
remote access
server o grant

(or deny) the user

access.

@ The Master
RADIUS server
periodically
updates the user
database in the
proxy server as

needads >

FIGURE 6.6 Interactions among a RADIUS server, proxy server, and clients.



