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Introduction

* |f you were a ...
— General Web User.

* using PC, tablet, smart phone, wearable device, ...

— web mail, social network, on-line shopping, on-line banking,
medical record, employment history, ...

— Web Application Programmer.

* program bug/flaw, misconfiguration, insecure process, ...
— MIS Administrator.

 How do you ensure the web apps are secure?

— Manager, CIO, CEO, ...



Introduction (cont’d)

* What will we learn from this class?
— The operation of Hypertext Transfer Protocol (HTTP)
— The operation of a Browser
— The techniques used by a Hacker
— The OWASP Top 10 Web Application Security Risks
— Session Hijacking and Cross-Site Script (XSS)

— Botnet
— OWASP WebGoat Project
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HTTP (Hypertext Transfer Protocol)

Type the following URL in the browser

http://www.cnn.com/

FRAEE 1) " “ .:2
Google HTTP Request

" O

De Y ¥

e j- L]

@ L HREERIRE - EiELE

LUTHIBHM Google : 1TEIRR | 1948

DNS Query:
www.chn.com [P?

DNS Answer:

A 157.166.240.11
A 157.166.240.13
A 157.166.240.10

T
DNS (Domain Name System) Server

GET / HTTP/1.1

Host: www.cnn.com

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 6.
Accept: text/html, application/xhtml+:
Accept-Encoding: gzip, defalte, sdch
Accept-Language: zh-tw, zh;g=0.8,en-Us
Accept-Charset: Big5, utf-8;g9=0.7,
Cookie: SelectedEdition=edition;

CNN Web Server
7



HTTP Request with Parameters

Without parameters
http://www.cnn.com/index.html GET /index.html HTTP/1.1

> Host: www.cnn.com

With parameters in URL (aka GET)
http://www.cnn.com/index.php?id=123&q=456

GET /index.php?id=123&g=456 HTTP/1l.1
Host: www.cnn.com

!

With parameters in Cookie

http://www.cnn.com/index.php | GET /index.php HTTP/1.1
Host: www.cnn.com
Cookie: 1d=123;g=456

With parameters in the content (aka POST)

http://www.cnn.com/index.php | posT /index.php HTTP/1.1

Host: www.cnn.com
Content-Length: 13
id=123&g=456 8

!

!




HTTP Reply Header

Type the following URL in the browser

http://www.cnn.com/
' I HTTP/1.1 200 OK

o Host: www.cnn.com
Google Server: ngi
: nginx
Date: Thu, 15 Nov 2012 07:28:32 GMT
Content-Type: text/html
D= Y-V Transfer-Encoding: chunked
o Connection: keep-alive

R — Set-Cookie: CG=TW:03:Taipei; path=
Vary: Accept-Encoding
Cache-Control: max-age=60
content-Encoding: gzip
X-UA-profile: desktop

<HTML>.. = @

HTTP Reply CNN Web Ser\9/er

@ BILHRTEEHE - EHARE




HTML (HyperText Markup Language) Document

<!DOCTYPE HTML>
<html lang="en-US">

<head>

<title>CNN.com International - Breaking, World, Business, Sport:
<meta http-equiv=“content-type" content="text/html;charset=utf-¢
<meta http-equiv="refresh" content="1800">

<script>
var cnnlsHomePage=true;

</script>
</head>

<body id="cnnMainPage'>

<div id="cnn_ ipadappbanner"></div>

<img src="http://i2.cdn.turner.com/cnn/dam/.../tease.jpg">
</body>

</html>




Web Browser Engine

A web browser engine, (sometimes called layout engine or rendering
engine), is a software component that takes marked up content (such as
HTML, XML, image files, etc.) and formatting information (such as CSS, XSL,
etc.), and displays the formatted content on the screen.

HTML + CSS DOM Display
<html> window

<head> | | |
</head> history || document || location
<body> | | —

<div> link || anchor || div

<form> .

<img /> form

—
</div></body> img
</html>




DOM (Document Object Model)

The Document Object Model (DOM) is a cross-platform and language-
independent convention for representing and interacting with objects in
HTML, XHTML and XML documents.

WIdRE NN TOUU

(el ggel g, 0] [ 38 Scenes from the field - NYPD killings - North Korea threat - Obama: Hack 'cybervandalism® - Normalizing Cuba ties - 2014

I ¥ e — E—
Ty [ ) Vil :
3
Q, [] |Elements| Network Sources Timeline Profiles Resources Audits Console 02 = # u‘x
Styles | Computed Event Listeners
¥ <html lang="en-US"> ul, 1i, fieldset, form, label, legend, table, «.
P <head>..</head> caption, tbody, tfoot, thead, tr, th, td {
¥ ¢body id="cnnMainPage" data-twttr-rendered="true" data-feedly-mini="yes"»
P ciframe id="twttrHubFrameSecure” allowtransparency="true” frameborder="@"
scrolling="no" tabindex="@" name="twttrHubFrameSecure” src="https:// :
platform.twitter.com/widgets/hub.fede93d64f1afc988e99833088F71857. html" style= fortweiphtirheris:
"position: absolute; top: -999%em; width: 18px; height: 18px;"».</iframe: fortstyles inkerits
P iframe id="twttrHubFrame® allowtransparency="trus" frameborder="8" scrolling= ———
"no" tabindex="8" name="twttrHubFrame" src="http://platform.twitter.com/widgets/ Sess Soed i daleadey
hub.feded3d64flafcO88299833088Ff71857 . html"” style="position: absolute; top: -9999em; haseline
width: 18px; height: 18px;"r.</iframe> ¥
<div id="cnn_mOvrlycntr®></div>
¥ <div id="fb-root" class=" fb_reset"».</div> (0
<div id="cnn_ipadappbanner"»</div>» E margin _
<div id="cnn_ipadappbanner”»</div> I
¢<!-- EU cookie consent bar --» brc'_r_d_e_r_"_— ________ ,

<div id="teconsent” style="display: none;"»</div> i E padding-

¥ ¢div id="consent_blackbar™>..</div> i I ] i
<!-- JEU cookie consent bar --3 - = _E__E_ - .

html body#mnMainge l

An example of DOM in Chrome web developer tool.
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Client-Side Script Engine

HTML
with client-side script

<html>

<head> Handel Window Event w
<script> e
<Z CJ::vaScnpt Client- . . ~/

pt> . Set/Trigger Timer S><2

<body> Side o\
</body> Script

</html> Engine

Modify DOM

Client-side scripting refers to the class of

computer programs on the web that are

executed by the user's web browser. It

is enabling web pages to be scripted;

that is, to have different and changing Send HTTP Request

content depending on user input,

environmental conditions (such as the \

time of day), or other variables.



Browser Extension

In HTTP request

Accept:
application/xml, application/xhtml+xml, text/ht

ml;g=0.9, text/plain;g=0.8,image/png,*/*;q=0.5

How about a PDF file, Flash clip, or JAVA applet?

FULL SIZE » Collections

SR | R application/pdf
& : application/x-shockwave-flash
application/java

Basically, a browser does not know
how to handle this object, so it
relies on 3™ party plug-in to render

= g 2 . : CHILDREN KILLED AS TALIBAN STORM SCHOOL A - h b .
il bty i W these objects.
] ¥ 5

14



Browser Extension (cont’d)

* A browser extension is a computer program that
extends the functionality of a web browser.

— Plug-ins add specific abilities into browsers using certain
APls allowing third parties to create plug-ins that interact
with the browser.

* e.g., Flash, PDF reader, JAVA, Windows Media Player...

— Extensions can be used to modify the behavior of existing
browser features to the application or add entirely new
features.

* e.g., adblock, gestures, ...

€ C'  © www.mobileOl.com/category.php?id=>5

ﬂ THISHEEFEE# : Shockwave Flash

* But this world is not perfect. I — S}
— A smart or stupid browser? SR

T8 L3R
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1.

2.

3.

Client-Side Attack: Drive-By Exploit

The goal of the drive-by exploit is to take effective, temporary control of
the client web browser for the purpose of

— forcing it to fetch, store, and then execute a binary application
— without revealing to the human user that these actions have taken place.

Shellcode injection phase

— The first challenge in delivering the drive-by exploit is gaining control of the
browser.

* all drive-by exploits begin with a remote code injection

* such as buffer overflow exploit against component within the browser, e.g., ActiveX, PDF
plugin, Flash player.

Shellcode execution phase

— inject a small shellcode segment within the browser process to conduct covert
binary installation

Covert binary install phase

— fetching a remote malware application from some remote source on the
Internet, storing it within the file system and executing it on the victim’s host

17



Example of Drive-By Exploit

1. User with vulnerable 4. If the exploit
compufter visits 2. IFrame embedded in 3. The page redirects to succeeds, malware
compromised Web page secretly loads anather page downloads from
page with invisible another page. containing an exploit. another server to the
Iframe. victim's computer.

Compromised or
Malicious Web Server

User Exploit Server Malware Server

http://www.microsoft.com/security/sir/glossary/drive-by-download-sites.aspx



WEB HACKER - THE HEIST



Web Request/Response Model

Request
— URL (get, post, ...)

Response

— HTML, CGCS, JS, XML, ...

Static Web Page

Dynamic Web Page

— Server-Side Scripting

— Client-Side Scripting
* HTML, JS, CSS, DOM

User

Request page

P ™

Wait for response ) ( Process request

<

Return complete page

P
'

Work on page )

Wait for request or
handle other users

)

Request new page

T
A

>

Wait for response ) ( Process request

)

Classic synchronous Web request/response model

20



Asynchronous JavaScript and XML (Ajax)

Example: Google Search!
Facebook Wall

Google ¥

Request partial update

o,

At T

att

atto disk benchmark
attachment

afto disk benchmark £375£
attn

attention

o,

Keep using page ) ( Process request )

Return partial update

<

Work on page ) (

Wait for request or
handle other users

aftached file

Request partial update

D

attend
attached please find
attendees

o,

Keep using page ) ( Process request >

Google 5% | IF R,

Asynchronous Ajax request/response model

21



The Heist

* Eve
— Pay cash to buy a cup of coffee
— Free Wi-Fi Internet access in the shop

— She makes sure all her Web traffic is being recorded
through an HTTP proxy on her local machine

* HighTechVacations.net
— Ticket booking, planning, ...

— Web applications with Ajax
* the technology is new enough that people make basic mistakes
* no one seems to be providing good security practices



http://www.telerik.com/fiddler

(Local, Software) HTTP Proxy

!
. .
) Eldsller |.s a Lree Wert]). i
e
ebugging Proxy whic
[ ]

logs all HTTP/HTTPS
traffic between your

( _ computer and the
clionts SUVUS Internet.

Eﬁﬁ Fiddler Web Debugger ... = -]

File Edit Rules Tools View Help GET /bock

(C) #3 Replay %~ P Resume “ Stream (i Decode | Keep: All sessions = %5 Any Process 33 Find [&] Save 7]

Web Sessions << | [ Fiters I g

# Result Protocol Host URL (D statistics | i Inspectors [
i UL Pl T [ Headers | Textview WebForms HexViey

(W2 302 HTTP fiddler2.com / —
§¥3 200 HTTP fiddlerz.com  Mfiddlerz/
rss{4 200 HTTP fiddler2.com  /Fiddler 2/Fiddler.css
x5 200 HTTP fiddler2.com  [Fiddler fimages/FiddlerLo GET AiddlerZ/updatecheck.asp¥isBeta=False HT
(=6 200 HTTF fiddler2.com  ffiddler2fimages/bockeovl] ‘Cache
&7 00 HTTR fiddler2.cor ages/rss.gif Pragma: no-cache
&3 200 HTTP fiddler2. cor ages/dl-sm.png Client
(=2 200 HTTP fiddler2.com ffiddler2/images /tbanner [m Transformer Headers
g0 20 HIP www.google-analyti... foais Auth | Caching | Cookies | Raw 15¢
[ 11 200  HTTP fiddler2.com  [fiddler fimages /fiddlericor

(4] jnadier fimages;nadierico

| 147 N HTTD fddlar? Frr HdAlar Virmznae bl Tl Casembmned fimnar limmmon mbme Aim sl em 23



The Heist - observation

* Eve
— creates an account,
— uses the search feature,
— enters data in the form to submit feedback, and
— begins booking a flight from Atlanta to Las Vegas.

* The site switches to SSL!
— but the site is self-signed. (A big mistake.)
— a sign of sloppy administrators or
— an IT department in a cash crunch



Secure Sockets Layer (SSL) signed!

https://mail.google.com

Gmalil ~

COMPQ

| Inbox
Sent Mail
Drafts
All Mail
Spam (107)
Trash

b Circles L1

[ImaplDraft D SR - Eisse
Announce |
Botnet =/ JavaScript : TEERALEF -

P £ fEEs: BRAx-

Signintochl [x BERRE: BiuE~

EEFEEMS 2 TEE Google Internet
Authority G2 388« Bl ELEEELS -

£ mail.google.com FIEEEER 128 Ut
0 -

EHEEEHETL 1.2

i

EEIEE AES 128 GCM T0E « TWEE
ECDHE_ECDSA 277 -

s
TEREEILHEIEIHES 2014597230 -

9:56 am
9:56 am
9:25 am
9:04 am
5:03am
5:02 am
Dec 21
Dec 21
Dec 21
Dec 20
Dec 20
Dec 20
Dec 20
Dec 19
Dec 19
Dec 19
Dec 19
Dec 19
Dec 19

—_ Fimem 4
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Wireshark, https://www.wireshark.org/

Network Tap

e Usually, communication media is shared!
— Ethernet, WiFi (802.11 a/b/g/n/ac)

e Certain network protocols are not encrypted!
— HTTP, FTP, Telnet

# Frame 3671: 1249 bytes on wire (9992 bits), 1249 bytes cz® Frame 167: 111 bytes on wire (888 bits), 111 bytes captu
H Ethernet II, Src: JuniperN_99:54:01 (84:18:88:99:54:01), ® Ethernet II, Src: JuniperN_99:54:01 (B4:18:88:99:54:01),
# Internet Protocol version 4, src: 74.125.101.210 (74.125.% Internet Protocol Version 4, Src: 64.233.187.113 (64.233
= Transmission Control Protocol, src Port: http (80), Dst FE Transmission Control Protocol, src Port: https (443), Ds
Source port: http (80) Source port: https (443)
DesLinacion port: oo3l3 (55313) DeEstifation port: 09292 (55292)
[stream index: 33] [stream index: 4]
Sequence number: 2072290 (relative sequence number) Sequence number: 4214 (relative sequence number)
[Next sequence number: 2073485 (relative sequence nu [Next sequence number: 4271 {relative sequence numb
acknowledgment number: 1386 {relative ack number) Acknowledgment number: 489 {relative ack number)
Header Tength: 20 bytes Header Tength: 20 bytes
Flags: Ox018 (PSH, ACK) Flags: 0x018 (P5SH, ACK)
window size wvalue: 250 window size value: 352 HTTPS
[calculated window size: 32000] f+1"rF) [Calculated window size: 45056]
[Window size scaling factor: 128] [Window size scaling factor: 128]
# Checksum: 0xal0d3 [validation disabled] # Checksum: 0Oxaadc [validation disabled]
= [SEQ/ACK analysis] = [SEQ/ACK analysis]
[Bytes in flight: 84895] [Bytes in flight: 351]
TCP segment data (1195 bytEE} E |secure sockets Layer
184 o) #1E8 : =] TL5v1.2 Record Layer: application Data Protocol: http
Content Type: Application Data (23)
B HTTP/1.1 200 ok\r'n version: TLS 1.2 (0x0303)
Last-Modified: sun, 21 Dec 2014 15:37:08 GMT . rhn Length: 52
Content-Type: video/mpdrin Encrypted application Data: 000000000000000157de0ag]
Date: Mon, 22 Dec 2014 05:28:05 GMT.Wr'n 27

Expires: Mon, 22 Dec 2014 05:28:05 GMT\r'n




The Heist — hacking the coupon system

* Eve continues using the site and ends up in the
checkout phase when she notices something
interesting: a Coupon Code field on the form.

— Try FREE.

* Her browser immediately displays an error
message telling Eve that her coupon code is not
valid.

— Ajax?
— Self-checking code using JavaScript?



Google

HTML Source Code

attack

Ha i Hir gH BE v EI1H
#19F 820,000,000 rEit 8 (Ju=0ER] - 0.23 £
15 "attack” {R B SrANEEE FIEES
translate google.com.tw
a attack - it 28 =
1!
TH R ExsA0
aftack BiHrEHEE | B2 r SEFEQR).
cdict net/g/attack - EREFE - ESATEHEE FIEH(R)...

attack fet'esk/ H3EW 10 SHRARY [attack] A1EE (B8
il (1) pydict data [pydict] attack (vt )pzE2 i

attack - Yahoo! 3 EE=r #

tw_dictionary yahoo com/dictionary?p=attack - Z£E
He tried to attack the problem from different angles| * : 1
the city. ... The little girl has been suffering from an attack of asthma.

attack 2. ZHE_FHE BT 5T HiFE FlY ity S{aEFaE{a
www iciba com/attack - B EERAE - §5 SR e

= —EEIEER ) BEIE L 8TWEA  at-tack attack. [3] [s task] 3] [5 task]
iR B AR AR ERSGA . B IR BEETR A

30 Seconds To Mars - ATTACK - YouTube
j www_youtube comfwatch?v
? 201095220 - 3 4345 - LHE : 30SecondsToMarsVEVO
! F ! Music video by 30 Seconds To Mars performing ATTACK. Pre-
>

k] VEVO play counts 7536221, (P) 2005 Virgin ...

HEffe Nattack) fI#R »

Aftack Before $fseZ4gon iINDIEVOX

www indievox com/attackbefore - BEETRE

Attack Before- 32 B & g1Ambrosia BEABS, 7R 200955 6. gl & ) screamo(EaE 1/
U5 Fmetal-core (£ BiE R B E LBV AR EIHT BE AT .

attack B =B _attackiesEEiE s
dict.cn/attack - BEETFE - EATHEE
EFRE RS AT ERIR B EE R R attac kTR EE BT attack@HAE
H attackifTB B2 MR HETHEER R -

1 IS fRIE E{E{E

M3

[}

b

AT

w-source:https://www.google.com.tw/#hl=zh-TW&tbo=d&site=&source=h

e (8

<html itemscope="itemscope" itemtype="http://schema.org/WebFage"
itemprop="image"
content="/images/google favicon_ 128.png"><title>Google</titlex<script>(function
window.google={kEI: "VEStUMOTE6qImQX TwYHWCA", getEIl: function(a) {for(var bras&s
('a.getAttribute| | ! (b=a.gethAttribute ("eid")) ) :)a=a.parentNode;return
b| lgoogle.kEI}, https: function()
{return"https: "==window.location.protocol}, kEXPI:"31216,37102,359523,359977,40363
114,3300124,3300134,3300136,3300137,3300146,3310007,3310052,4000016,4000116,400
4000945, 4000955, 4001026, 4001030,4001290,4001372,4001456,4001569,4001762,4001767
855,4001933,4001966,4002001,4002036,4002161,4002274,4002359,4002391,4002436,400
4002562,4002598,4002601", kC5T1:
{e:"31216,37102,39523,39977,40363,3300088,3300114,3300124,3300134,3300136, 33001
10007,3310052,4000016,4000116,4000473,4000695,4000945,4000955,4001026,4001030,4
2,4001456,4001569,4001762,4001767,4001772,4001855,4001933,4001966,4002001,40020
02274,4002359,4002391,4002436,4002460,4002466,4002562,4002598,4002601", ei:"VESL
YHwWCA"}, authuser:0,ml:function() {},pageState: "#", kHL: "zh-TW", time : function () {re
Date) .getTime () },log: function (a,

b,c,j) {var d=new Image, f=google.lc,e=google.li,g="":d.onerror=d.onload=d.onabor
{delete f[e]l}:f[el=d:'c&&-1==Db.search("aei=")&&(g="&ei="+google.getEI(j)) c=c]||
atyp=i&ct="+a+"acad="+b+g+"azx="+google.time () ;a=/"http:/i;a.test (c) s&google.ht
(google.ml (Errox ("GLMM"), 1, {src:c}),delete f£[e]):(d.src=c,google.li=e+1)},1lc: [
{en:1,1l:function() {google.fl1="0},e:function()
{google.f1=10},b:!!location.hash&s! 'location.hash.match (" [$&]
{{glfp)=Itkbs=simg|tbs=sbi)") ,bv:20,cf:"",

pm:"", pl:[],mc:0,5c:0.5,u:"c6838c5"}, Toolbelt:{},v:{},x:function(a,b) {google.v[
[a,bl:return'l}}:;

window.onpopstate=function() {google.j.psc=1};for(var h="ad api bc is p pa ac pc
sifp slp spf spn xx zc zz".splic (™ ") ,.i=0,k;k=h[i++];) (function(a) {google.j[al=
{google.j.pl.push([a,arguments]) ) (k):3) () :
window.google.sn="webhp";window.google.timers={} ;window.google.startTick=functi

e e e L uiy Gy N R U T Aoy |

HTML/CCS/]S source codes are always
available from your browser.

Even if the “Right Click” feature is
disabled.
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The Heist — hacking the coupon system

* Eve tries right-click to view the HTML source

code of the coupon code page.

* This JavaScript is obfuscated.

function
function
function
function

L’Zgi

Right Click Feature Disabled!

addSimplefow(taeble,cols) {var thl=$ (table) ;var r
clearTaeble(table,saveToplow) {var stoplAt=({saveTo
dolAd=s{) {AjaxCalls_ adBanner (placekd) ;}
placehid{results) {setTimeout (dolds 5000 7}

var coupons=["oSHR0.]1/381Lpnk" , "oSHR0. &/381Lpnk" , "oSWHK

function
function
function
function
function

http.open{method, url ,true) ;if{datal!=null) {http.secReques

isValidCoupon {coupon) {coupon=coupon.tolpperCase
get¥HR{) {var xhr=null;if {window_ XMLHttpRequest)
DoGET (url, callback) {DoRecquest ('GET ' ,url null ca
DoPOST furl,data,callback) {DoRequest ( 'POST' ,url,
DoRequest (method, url ,daeta,callback) {var http=ge’

http.setRequestHeader ("Connection","close") ;http. onready

Tntmdmam  memam el f Sl =

Eve knows that this a
JavaScript code, but it is
difficult for her to read
and analyze.

But...



JavaScript Reverser

E*} JavaScript Reverser

Source Cede

DoEeguest (' POST' , url, dATta.

callback)

funccion DOReduest (m2chod,
war http = gecEdR() ;
if (http == null) {
alert ("ERRIE!™) ;
return;

ucl, data, callback) {

}

http.open(mwethod, url,

if (data != null) {
http.=setRequestHeader ("Content-type®, "applicetion/x—umm—form—
http.getRemu=sstHeader ("Content-length®, data.lenogth) 2

ceue| ;

¥
http.sSetEequestHsader ("Connection™, "cloder);
http.onresdystatechange = function() |
if (http.ready3cace == 4 && WLLp.status == Z00)
callback (hoop.cesponaeText) ;

}
¥
http.zend(data) 7

}
IjaxCalls = {}:
LiaxCalls adwin = {}:
IjaxCall=s . FlightSearch = function(from, to, triplength,
var json = new Array():
J=on.push (from) :
Json.pushito) ;
Json.pushicripLendgth) 2
J=on.push(leavingbace] ;
DOFPOST ("/Vacaclons/ajakcalla/search, aspx”™, JSon.cod3CWSceing(), ca

lesvingDate, o

3 | >

i

||
O

Tokznz 1033

[VARIAELE 4] e
[STMBOL []
[VARIAELE 1]
[5YMBOL ]
[EYMBOL {]
[FEYWORLD §]
[SYMBOL []
[WARIAELE document]
[STMBOL.]
[VARIAELE galElementBylc ™

Yariables/Functions

CoOupons e
civpt

data

dealsF o ight

delzt=Row

deplay

doddz

documznt

DoGET

DoPOST

Litzrals

applications-mam-farm-ule A
cloze =
Connexchon

Contentdength

Canteartiyoe

ERROA!

GET

Handler could okt be attach
load

seml2 XMLHTTF

rione

an

05 MA 0.1/361 Lpri v

Heses

Completed in: 00:00:00

This program takes
JavaScript and
parses it just like
the JavaScript
interpreter in the
browser would.

Eve now can
analyze the JS
code to hack the
coupon code field.
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The Heist — hacking the coupon system

Try FREE again with
tracking

"0SWRN8U2/5610.WKE",
"OSWRN2[.0:8/015TEG",

Track the event for
validate coupon code.

— addEvent(), checkCoupon(), -
onblur

"OSWRN3Y.1:8/015TEG",
"0oSWRN4_.258/015TEG",
"tQOWC2U2RY5DKB[X",
"tQOWC3U2RY5DKB[X",

tQOWC3UCTX5DkKB[X",

"tQOWC4UCTX5DkB[X",

"uJX6,GzFD",
"uJX7,GzFD",

She finds that a variable
named coupons is used in
coupon validation.

"ulX8,GzFD"];

var coupons = ["oSMRO.]1/381Lpnk",
"oSMRO._6/381LPNK",

OSWRN3UG/381LPNK", Are they ACSII trivial

encryption?

PREM1—500.00—OFF
PREM1—750.00—OFF
PROMO2—50.00—OFF
PROMO7—100.00—OFF
PROMO13—150.00—OFF
PROMO14—200.00—OFF
PROMO21—250.00—OFF
PROMO37—300.00—OFF
UPGRD1—1ST—CLASS
UPGRD2—1ST—CLASS
UPGRD2—BUS—CLASS
UPGRD3—BUS—CLASS
VIP1—FREE
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The Heist — attacking client-side data

* Eve makes another search for a flight from
Atlanta to Las Vegas.

— the search page does not refresh or move to
another URL. Is it an Ajax?

 She double-checks to make sure all of her
Web traffic is tunneled through an HTTP proxy.

— Eve saves a copy of all traffic that her HTTP proxy
has captured so far and restarts it.



The Heist — attacking client-side data

New search: leaving
Hartsfield-Jackson
International Airport in
Atlanta to McCarran
International Airport in Las
Vegas on July 27.

— data representation layer of
Ajax: JSON (JavaScript Object
Notation)

— data structure

['DL74%", "Delta", "8:30am"
[Maagz", "American”, "8:35", "9:58pm"
["AT1787"°, "air Tran", "9:10am”, "10:35am", "$403"],

© Untitled - SPI Proxy

File Edit Wew Proxy Help

‘B rmi B @

Host

Time Request

| wiww, hightechvacations

n.. 11:09:49.. POST Macations/ajaxcalls/zear

ch.asps HTTRPA.0

Status
|

Vew [splt | Info | Browser

7 ‘

Acceptk: *f*
Accept-Language: en-us

LA-CPU: xB6
Pragma: no-cache

Content-Length: 28

["ATL","LAS",7,"2007-07-27"]

POST [Vacations/ajaxcalls/search.aspx HTTP{1.0

Content-Type: application)x-www-Form-urlencoded
Referer: http:/fwww, hightechvacal

tions,net/VYacatidns /BookFlight aspx

Lser-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Winflows NT 5.1; .WET CLR 1,1.4322; InfoPath,1; \MET CLR. 2.0.50727)
Host: www, hightechwvacations.ne”

["ATLY,"LAS",7,"2007-07-27"]

HTTP,I'1 1200 0K
eeeee ¢ Microsoft-T15/5,1

"-Powered-By: ASP.NET
%-Asphet-Yersion: 2.0,50727
Cache-Control: private|

Wia: 1.1 5PI

Proxy-Connection: close
Content-Length: 368

["AT1767", "Air Tran g IDam

['DL186%", "Dela”, 94Dam "11;

Date Sun, 08 Jul 2007 15:09:49 GMT

Content-Type: textfhtml; charset=i

[["DL749", "Delta”, "8:30am", "9:49am", "$393"],
["angz", Amerlcan "B:35", 958pm $399]

utf-8

"10:35am", "§4031,

["Uszze4", "Us P.lrways "9; SDam "10; 4Eam "$889"],

DDam $389 ",

["US413", USAIway "1:15am", 223pm 3407,
['DLO0S", *Delta", "4:15pm", "5:35pm", "§455°T]

, 9:49am'

s $393),
, $399°),

Found; 0 Find

Cancel
e ————
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The Heist — attacking client-side data

* Manipulating the input?
— [“ATL”, “LAS”, 7, “2007-07-27"]
— [“ABC”, “LAS”, 7, “2007-07-27"] ~ PANIC?
B ;”ATL”’ ”LAS”' 0, ”2007_07_27 J Microsoft OLE DB Provider for
— ["ATL’, "LAS", -7, “2007-07-27"]  ODBC Drivers error ‘80040e14’
_ :HATL”’ HLASII' 7’ 112007”]
— [“ATL”, “LAS”, 7, “ABC”] [Microsoft] [ODBC SQL Server

_ :”ATL”, ”LAS”, 7’ 112010_02_2911] Driver]. [SQL Server] Unclosed
guotation mark before the

[{())  (()) O ll”]
Vi

L character string ‘ OR’
— [“ATL”, “LAS”, 7] t
— [“ATL”, “LAS”, 7, “2007-07-27", “ABC”] !

_ :lll ORII’”I ORH’7’III ORH] - -
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The Heist — attacking client-side data

Accept-Language: en-us

Conkent-Type: application)x-www-form-urlencoded

Referer: http:/ www, hightechvacations.netVacations/BookFlight , aspx

a-CPLU: xB86

Pragma; no-cache

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.1; \NET CLR 1,1.4322; InfoPath.1; \MET CLR
2.0,50727)

Host: www, hightechvacations, net

Conkent-Length: 77

["ATL" "LAS",7,"2007-07-27" SELECT 'STEAL',* FROM sysohjects WHERE type='u"]

= [“ALT”LAS”,7,"2007-07-27"]
+ SELECT ‘STEAL, * FROM sysobjects WHERE type = ‘U’

~ [["DL749", "Delta", "8:30am", "9:49am", "$393"],
I ["sag2", "american”, "8:35", "9:58pm", "t399"],
| ['AT1787", “Air Tran", "3:10am", "10:35am", "§403"],
["Uszza4", "Us Alrways", "3:30am”, "10:42am", "$389"],
) ' o ] ' ['DL1B69", "Delta", "9:40am", "11:00am", "$389"],
It is a classic SQL injection attack, !

the manipulated input causes actually two SQL queries.

["Us413", "US Airways", "11:15am", "2:23pm", "$340"],
"OLI0S", "Delta”, "4:15pm", "S:35pm", "$455"],

["STEAL", “Biling"],
["STEAL", "Carriers"],
['STEAL", "Delays"],
["STEAL", "Flights"],
["STEAL", "I0IN_Eilling_Lisers"],
["3TEAL", "IOIN_Flights_Carriers"],
[

[

[

[

[

Question: Why “sysobjects”? S~ -7

"STEAL", "I0IN_Flights_Delays"],
"STEAL", "I0IN_Flights
"STEAL", "Orders"],
"STEAL", "Specials"],
- "_| "I:_ltElrlleil:."" |

StandBy"'],




The Heist — attacking client-side data

* SQL injection

["ATL","LAS",7,"2007-07-27"; SELECT 'STEAL',™ FROM Users WHERE '1'="1"]

["_lTEHL" "D g Truman" i |:|I'rur||:|r| P llE:._I_ltl'-1-E'4"1":'_"_'J:'||:'|:l__|:||:|'-|I'|F IEIEIF:I:IH':['I '"]_
["STEAL", "Jessica Goldstein”, "muffycaks = I
["STEAL", "Chris Brown", H-u:h.nru:lu': s H4“E-1F'C'3'"F-

['STEAL", "Frank Castle”, "punman1”, "83 " Be

["STEAL", "Tom Cross” f "decius", "B30CT73 E' :E" ) EIE-IIZIIIZISE-F"].
["STEAL", "Caleb Sima", "csima”, "G5! i 2 2997715A1E52"],
['STEAL", "Randy Pinkwond”, |Il:|rra|:||-".- ";E1F':1_E":'I'I-" A

['STEAL", "Nora Han", “partyarrl2’, "6DBC2073E8596 i

["STEAL", "Ivana Humpalot", "apowers2", "89CBE2050F67 2FCBOBSEFDFO4;
["_lTEHL" 'Dio |IJI:I| F'r__h_un p |:||:I:|F||:"I_ f II:n_'EIZI 'f]_H: IF':EI l.:tll:l':lH-uHEL"_EI-_q""?-""'
['STEAL", “Jaseph Lorence”, “jrlorence”,

["STEAL", J|_||'|r| Chan", 1| ||'||'|F| i, "'_-.__F':E-'-I':lI-_":l:ll:ll:l:-_'._El H':-_'-—' 'H"""l E'_m]
["STEAL", "menia Onatopp”, "go |I|:||-r||- , "CA30BTEEAFI0SBA4GECE4495834B0F0"
["'-TEHL" "Hlll Levay", "r :|I'I'||-"_. "BOGFD1 149648409 17581EF24867 1700,

"STEAL", "Anna Hn:lln-r'. alindrome”,D9288AEBASB3EZ4ADZEGE3BASDACES0S"




The Heist —then

She has cracked all the promotional codes.

She has a list of all the usernames and is currently
cracking their passwords.

She has a copy of the credit card data for anyone who
has ever booked a flight with this web site.

She has created a backdoor account with (slightly
unstable) administrator privileges.

She has located the login for an administrative portal
that could possibly give her access to more sites
besides HighTechVacations.net.



The Heist — more

Can Eve hack the booking procedure?

— The normal procedure might be: login, flight selection, seat
selection, credit card information exchange, flight itinerary,
email confirmation, done.

Can Eve skip the payment procedure?
Can Eve make seat reservation without payment?
How does the web site deal with incomplete booking?

Eve can sale the member or payment information to a
3"d-party organization.



The Heist — forensics

In current web environment, functionalities are
more important than security.

— Have you ever think about who wrote these web apps?

How can we find Eve?
Most of the web sites do not have auditing
mechanism.

— However, web server logs provide certain capability
for security forensics. They are not enough.



THE OWASP TOP 10 WEB APPLICATION
SECURITY RISKS FOR 2013

https://www.owasp.org/index.php/Category:OWASP_Top Ten_Project



The OWASP Top 10 Web Application

Security Risks

OWASP Top 10 — 2010 (Previous)

OWASP Top 10 — 2013 (New)

Al - Injection

Al - Injection

A3 - Broken Authentication and Session Management

A2 — Broken Authentication and Session Management

A2 — Cross-Site Scripting (XSS)

A3 — Cross-Site Scripting (XSS)

A4 — Insecure Direct Object References

A4 — Insecure Direct Object References

A6 — Security Misconfiguration

A5 — Security Misconfiguration

A7 - Insecure Cryptographic Storage — Merged with A9 <

Ab — Sensitive Data Exposure

A8 — Failure to Restrict URL Access — Broadened into =

A7 — Missing Function Level Access Control

A5 — Cross-Site Request Forgery (CSRF)

A8 — Cross-Site Request Forgery (CSRF)

<buried in A6: Security Misconfiguration>

A9 — Using Known Vulnerable Components

A10 — Unvalidated Redirects and Forwards

A10 — Unvalidated Redirects and Forwards

A9 — Insufficient Transport Layer Protection

Merged with 2010-A7 into new 2013-A6
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Al: Injection

* |njection flaws occur when untrusted data is sent to an
interpreter as part of a command or query. The
attacker’s hostile data can trick the interpreter into
executing unintended commands or accessing
unauthorized data.

— Interpreter: Take byte strings and interpret them as
commands.
e SQL Server, OS Shell, LDAP, XHTML, etc...
— SQL injection is still quite common
* Many applications still susceptible (really don’t know why)
* Even though it’s usually very simple to avoid

— Typical Impact
e Usually severe. Entire database can usually be read or modified

* May also allow full database schema, or account access, or even
OS level access



Al: Injection (cont’d)

 SQL Query
— SELECT * FROM table
WHERE id = ‘MyID’
and pw = ‘MyPW’;

* SQL Injection Query

— SELECT * FROM table
WHERE id = ‘AdminID’
and pw = ‘AnyPW’ or
A=A’;

Login

Account MylD
Password MyPW

e Or

— http://example.com/app
/accountView?id=admin'
or'1'="1

Recommendations: Validate your input data
at the server side!
44



Al: Injection (cont’d)

http://gizmodo.com/5498412/sql-injection-license-plate-hopes-to-foil-euro-traffic-cameras
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A2: Broken Authentication and Session
Management

e Application functions related to authentication
and session management are often not
implemented correctly, allowing attackers to
compromise passwords, keys, session tokens, or
exploit other implementation flaws to assume
other users’ identities.

e HTTP is a “stateless” protocol!

— Session and Cookie are often used.
(We’'ll talk about them later.)
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A2: Broken Authentication and Session
Management (cont'd)

Login ' -
8 ) . After login, the server provides a
ACC MyID Session ID for the user.
G J
( ) But, is Session ID safe?
PWD L MyPW " Go Can it be stolen?
|.l'l I“'.'.cs:---.'.-.'.-.'..gn:u:lgle.mm-a::cu.l":s-TEl.El“.i.h.'.P?au.:;‘=.i.3I-E-::CH." 83803 _LTeH0xS4qR3ICIXQbdYhGxCIPpotgdmRYkk-U1127E-f, :C_'.Ci:d_ii,_k" ELMPISEBrnlbs

Scenario #1

An authenticated user of the site wants to let his friends know about the web page. He e-
mails the link without knowing he is also giving away his session ID. When his friends use
the link they will use his session and credit card.

Scenario #2

Application’s timeouts aren’t set properly. User uses a public computer to access site.
Instead of selecting “logout” the user simply closes the browser tab and walks away.
Attacker uses the same browser an hour later, and that browser is still authenticated.



A3: Cross-Site Scripting (XSS)

e XSS flaws occur whenever an application takes
untrusted raw data and sends it to another web

browser without proper validation and escaping. XSS

allows attackers to execute scripts in the victim’s
browser.

— Raw data can be further ...
e Stored in database
* Reflected from web input (form field, hidden field, URL, etc...)
* Sent directly into rich JavaScript client

— Virtually every web application has this problem

— Typical Impact

» Steal user’s session, steal sensitive data, rewrite web page,
redirect user to phishing or malware site

* Install XSS proxy which allows attacker to observe and direct user’s
behavior on vulnerable site and force user to other sites
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A3: Cross-Site Scripting (cont'd)

° Attacker sets the trap

<tr><td>Name: </td></tr>
<tr><td>Msg: Nice Day!</td></tr>
<script>

// Send document.cookie to

// malicious web site using
onMouseover

</script>

<iframe src="xxx.net’” height="0">
</td></tr>

a Victim views page

Script silently sends Victim’s
Information to the Attacker

Message Board

Name
Message h
\_ v
/ ™
Name: John Doe
Msg: What a nice day!
Y,
/ ™
Name: Att
Msg: Nice Day
\ Y,

Recommendations: Validate all user supplied input at the server side!
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A4: Insecure Direct Object References

* A direct object reference occurs when a
developer exposes a reference to an internal
object, such as a file, directory, or database
key. Without an access control check or other
protection, attackers can manipulate these
references to access unauthorized data.

— E.g., https://www.onlinebank.com/user?acct=606
 How about changing the acct number?

— E.g., https://www.file.com/download?fid=gerlse

Recommendations: Replace them with a temporary mapping value.
Validate the direct object reference. 50



A5: Security Misconfiguration

* Good security requires having a secure
configuration defined and deployed for the
application, frameworks, application server, web
server, database server, and platform.

* All these settings should be defined,
implemented, and maintained as many are not
shipped with secure defaults.

* This includes keeping all software up to date,
including all code libraries used by the application.



A5: Security Misconfiguration (cont’d)

 Examples

— default accounts, initial accounts, installation
accounts

— default settings: directory traversal, source code
directory (java, php, c)

— error messages, panic information, exception
handling messages

— demonstration examples



A6: Sensitive Data Exposure

e Scenario #1

— An application encrypts credit card numbers in a database using
automatic database encryption. However, this means it also decrypts
this data automatically when retrieved, allowing an SQL injection flaw
to retrieve credit card numbers in clear text. The system should have
encrypted the credit card numbers using a public key, and only
allowed back-end applications to decrypt them with the private key.

e Scenario #2

— A ssite simply doesn’t use SSL for all authenticated pages. Attacker
simply monitors network traffic (like an open wireless network), and
steals the user’s session cookie. Attacker then replays this cookie and
hijacks the user’s session, accessing the user’s private data.

e Scenario #3

— The password database uses unsalted hashes to store everyone’s
passwords. A file upload flaw allows an attacker to retrieve the
password file. All of the unsalted hashes can be exposed.



A7: Missing Function Access Control

e A common mistake

— Displaying only authorized links and menu choices

* This is called presentation layer access control, and doesn’t
work.

— Attacker simply forges direct access to ‘unauthorized’
pages
e Typical Impact

— Attackers invoke functions and services they’re not
authorized for

— Access other user’s accounts and data
— Perform privileged actions



A7: Missing Function Access Control

Login

ACC

PWD

MyID

MyPW

(cont’d)

if authentication is passed, then redirect to ...
http://stupid.com/user.php?id=MyID

What if...
http://stupid.com/admin.php?id=MyID

Or
http://stupid.com/user.php?id=Admin

Make sure authentication is required to access
private page.
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A8: Cross-Site Request Forgery (CSRF)

* A CSRF attack forces a logged-on victim’s browser to
send a forged HTTP request, including the victim’s
session cookie and any other automatically included
authentication information, to a vulnerable web
application.

— This allows the attacker to force the victim’s browser to
generate requests the vulnerable application thinks are
legitimate requests from the victim.

* Imagine what if a hacker could steer your mouse and
get you to click on links in your online banking
application?
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A8: Cross-Site Request Forgery (cont’d)

Received E-mail

<img src = “http://example.com/image.jpg” />
What if...

<img src= “http://bank.com/transfer.php?amount=500&acc=1234" height = “0” / >

\y Usually, we allow automatically login...

Recommendations: Add a secret, not automatically submitted, token to ALL sensitive requests.
Properly encode all input on the way out.
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A9: Using Components with Known
Vulnerabilities

* Virtually every application has these issues
because most development teams don’t focus
on ensuring their components/libraries are up
to date.

* |n many cases, the developers don’t even
know all the components they are using,
never mind their versions.

* Component dependencies make things even
worse.



A10: Unvalidated Redirects and
Forwards

 Web applications frequently redirect and
forward users to other pages and websites,
and use untrusted data to determine the
destination pages.

* Without proper validation, attackers can
redirect victims to phishing or malware sites,
or use forwards to access unauthorized pages.



A10: Unvalidated Redirects and
Forwards (cont’d)

Example #1

The application has a page called “redirect.jsp” which takes a single
parameter named “url”. The attacker crafts a malicious URL that
redirects users to a malicious site that performs phishing and
installs malware.

— http://www.example.com/redirect.jsp?url=evil.com

Example #2

The application uses forward to route requests between different
parts of the site. To facilitate this, some pages use a parameter to
indicate where the user should be sent if a transaction is successful.
The attacker crafts a URL that will pass the application’s access
control check and then forward the attacker to an administrative
function that she would not normally be able to access.

— http://www.example.com/boring.jsp?fwd=admin.jsp



A55 vs. CSRF

TrustedBank.com

Attacker

A good URL (Auto-) Log in
with malicious S & Forged

narameters CSRF .’. Transaction

\I)/Ivaltl)c;o(t;s N (Auto—)qgg
et 't & Transaction
conten XSS ~~o
N —
(Auto-) Log in & e
Read/Exec content 2 Iy

TrustedSocialNetwork.net Hostile DB
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BOTNET



How a botnet works?

* The term botnet is used to define networks of infected
end-hosts, called bots, that are under the control of a
human operator commonly known as botmaster.

 While botnets recruit vulnerable machines using
methods also utilized by other classes of malware,
their defining characteristic is the use of command and
control (C&C) channels.

— IRC, Internet Relay Channel
e was originally designed to form large social chat rooms

— HTTP
— P2P
— Others...
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Botnet Life Cycle

~ -~ Botmaster
IRC 5. Commands ﬁ%
-
Server(s)
;7 DNS
g Server

Botnet
5. Commands
2. Bot
Download
1. Exploit «
Vulnerable 3. DNS Lookup (%)
Host

Moheeb Abu Rajab, Jay Zarfoss, Fabian Monrose, Andreas Terzis,
“A Multifaceted Approach to Understanding the Botnet Phenomenon,” in IMC 2006.



Underground Economy

http://en.wikipedia.org/wiki/Botnet
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Underground Economy (cont'd)

* Botnets pose the greatest power to execute
illegal activities on the internet

— Spam, DDoS, phishing, click fraud, stepping
stone, ...

* Advertising
— goods (carder, confirmer, cashier)
— services (SSN, credit cards, etc...)

 Sensitive Data
— Bank account info or SSNs allow for verification



€ — C [} www,jetbots.com/products.asp

cJETQ%M&.

Home Products | Affiliates | Support |

Instagram Bot{s):
JET Instagram Jumbo Bot
HEWW

Gooqgle+ (Plus) Bots NEVY -
Buy All for $660

JET Google +1 Yoter Bot
JET Google+ Circles Adder

Facebook.com Bots
JET Facebook Accounts Checker

JET Facebook Wall Poster

JET Facebook FanPage Wall Poster
JET Facebook Status Updater

JET Facebook Classmates Grabber

JET Facebook Mewsfeeds
Commenter

JET Facebook Cluestions Asker
JET Facebook Messages Replier

Twitter.com Bots -
Buy All for $700

JET Twitter ICs Grabber

JET Twitter Tweets Replier
HEWW
JET Twitter Creatar

JET Twitter Follower

ITT Trasrmmdm | lemAlmdm e

Products Overview

All of our Bots use enhanced Winsock
Technology meaning they are not the
Lusual bots you see everywhere. These
bots are up to 50 times faster than the
regular bots and are much much
stable in comparison as well.

Contact us, for your custom package.

Common Features

(23 Enhanced Winsock Technology

& Advanced PP Technology to process requests faster

£ Multi Threading that further speeds up the bot

o Chaining - Enables the botto run unmonitored on a given list of accounts
&> Proxy Feature

-3 Multi-computer License

& Easyto use layout

& Instant Download

£ CAPTCHA Bypass in all of our bots

Updates

We provide regular and FREE Lifetime updates to our customers as soon as there is any
change affecting the bot's activity.
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http://en.wikipedia.org/wiki/Botnet

Historical list of botnets

Date created

2
?

31 March 2007
?

Around 2006
Around 2007

R I S R B B B I

Name [+
Conficker
Kraken
Srizbi
Bobax
Rustock
Cutwail
Storm
Donbot
Grum
Onewordsub
Mega-D
Mucrypt
Wopla
Spamthru

Estimated no. of bots [

10,000,000+10
495,000
450,000(11]
185,000
150,000
125,000

Spam capacity [+

10 billion/day
9 billion/day
60 billion/day
9 billion/day
30 billion/day
16 billion/day

85,000 {only 35,000 send email)| 3 billion/day

80,000
50.000
40.000
35,000
20,000
20,000
12.000

Attack Team|10,000
August 14, 1936 |Silverhet

Unknown

500 million/day
2 billion/day
1.8 billion/day
10 billion/day
5 billion/day
600 million/day
350 million/day
250 million/day

Unknown

Aliases [
DownUp, DownAndUp, DownAdUp, Kido
Kracken
Chbeplay, Exchanger
Bobic, Oderoor, Cotmanger, Hacktool. Spammer, Krakenl&/ation needed]
RKRustok, Costrat
Pandex, Mutant (related to: Wigon, Pushdo)

Muwar, Peacomm, Zhelatin

Tedroo

?

Dzdok

Loosky, Locksky

Pokier, Slogger, Cryptic
Spam-DComServ, Covesmer, Xmiler
Elite[BOtM3t]

DataStreem, doomMNET
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Botnet as a Service

|=+cw.=+c dekok ckokok ok W I Disconnect I

SOX On port |

68.251.34.7

us
I‘ a
e Chicago IL ID: 229

tirne left @

Account | kst

group : admin
19:569.25 +3584

Select | Test HTTP Speed I SEL Test

Main | Rules I Sniffer | Connections l Tools | Settings |
Country City State | ver i JDNS = upTirne 10
= | us Manlius NY | 71 24.59,196 45 1 days 203
L] AR Buenos aires 75 200,125,100, 166 &0 L | 204 |
= AT ’5 28.116.116.74 245 L | 205
s W ashington G |- 141.156.90.156 425 | L | 206
| US  Mew hyde pak MY 7! £3,138.53.115 ddays | 207
= | us 71 £1.248.69.12 4 days | 208
= | us Indianapolis 31, Ol R B2.249,100,91 fe0 ' 209
s M, laurel M) | /] £9.255.149.220 2 days | | 210 FireF
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Bot Example: Morto.A

Network Activities

1)(a

| Bot

(c) Take control o
(encrypted)

o . RDP
Initiate RDP connection _ . ..

(3) Request & download bot binary

Host Activities

Target Host

Malicious Process (temporary)

Drop Server | HTTP

mm)  Cache.txt

Port 80

KLM\SYSTEM\CurrentControlSet\Services\Sens\Parameters

"ServiceDI|" = “<system folder>\sens32.dIl”

HKLM\SYSTEM\CurrentControlSet\Services\6to4\Parameters

"ServiceDIl" = “<windows folder>\temp\ntshrui.dl

I”

1 \ benign f

sens32.dll ntshrui.dll

(5) Modify registries to
load the DLLs as services

(6) User’s reboot of the

services

host will start the malicious

Remote Desktop
Service (2)\l§:reate a
ne

process

(4) Replace

les
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Bot Example: Morto.A (contd)

Network Activities Host Activities
Compromised Host

After reboot

/Malicious Services (resident)\

Report the version of the current binary
Reporter
Request & download new bot binary
Port 80
- C i t t victi
ompromise a target victim
Vulnerable |7 *%%Y
Host \ //
RDP
Deliver attack commands ;3330 |
C&C Server . I?temzte . } Create
\_DESKIop >ervice l a new process

Perform DOS attack!!
W Malicious Process
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DNS and Fast-Flux

Hierarchical DNS

(. root)

’7 \/ \\
(. com, .org, .tw) ‘ ‘ ‘
\/ \ \/

DNS server

< @ @ § §
S S S S
(.edu.tw)
Client Client
CO
C 2%
97, % ”
JQ& o
s oy D
Web server Web server

www.ntu.edu.tw
(140.112.8.116)

www.ntu.edu.tw
(140.112.8.116)

5
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DNS and Fast-Flux (cont’d)

* Motivation:

— The botnet itself also requires a reliable hosting infrastructure
for commands distribution or malicious binaries download

* Bots may not be alive all the time
e Botmasters want the links between the bots to be less obvious

* FFSNs show a similar behavior as RRDNS and CDNs

— A single service seems to be hosted by “many different IP
addresses”

— responds a few A records from a larger pool of compromised

machines (and responds a different subset after the TTL has
expired)

— if at least one of the IP addresses returned is reachable, the
whole “scam” is working!



DNS and Fast-Flux (cont'd)

Answer W;~W.’s IPs

V: Victim

D

Query flux.example.com

com*

M: Mothership

/ Query flux.example.com

Query flux.example.com

D,

Answer W;~W.’s IPs \

Response redirected

Answer W;~W.’s IPs

D;: DNS-Flux agents
D,: Victim’s DNS resolver

..COmMm name server

Referral ns.example.com

Query flux.example.com

Query redirected

ns.example.com.
ns.example.com.
ns.example.com.
ns.example.com.

;; ANSWER SECTION:

30 IN A D,sIP
30 IN A D,)sIP
30 IN A DysIP
30 IN A D,sIP




Malware Domains/URLs

andreyzakharov.com/wp-
2014/12/18_11:17 content/plugins/wp-no-category- 77.222.56.213 vh&87.sweb.ru.

Registrar Abuse Cont

Cabl ikl act onlinenic-enduse 44112

base/generic/ e ri@onlinenic.com
. Registrar Abuse Cont
2014/12/18_11:17 ;":;"ﬂs:f;"::a‘zfﬁfngmndammﬁ, 213.162.195.146 matecocinas.com.  Appleld phishing act abuse@registrar, 13287 =
eu
Registrar Abuse Cont
e austr-post.net/open/get_files.php? molotov.genadij.exam - act abuse-contact@pu o
2014/12/18_06:50 . o 1) 4786563355593916 37.230.116.108 )0 com. Trojan blicdomainregistry.c - 02 =
om
Registrar Abuse Cont
2014/12/18_06:50 austr-post.net/open/scripts.js 37.230.116.108 Molotov.genadij.exam AusPost Phish, Leads  act abuse-contact@pu 55,5, =
ple.com. to trojan blicdomainregistry.c
om
Registrar Abuse Cont
2014/12/18_06:50 austr-post.net/open/index.php 37.230.116.108 Molotov.genadij.exam AusPost Phish, Leads  act abuse-contact@pu 55,4, —
ple.com. to trojan blicdomainregistry.c
om
. . ) : Registrar Abuse Cont
2014/12/17_23:45 my-screenshot.net/Imagel17398.png 62.76.74.228 Trojan.Downloader act abuse@reg.ru 51408 |
. . _ - Registrar Abuse Cont
2014/12/17_23:45 my-screenshot.net/Image84726.png 62.76.74.228 Trojan.Downloader L 51408 |=m
i . ) . Registrar Abuse Cont
2014/12/17_23:45 my-screenshot.net/Image6542.png  62.76.74.228 Trojan.Downloader act abuse@reg.ru 51408
. ~ ) ; Registrar Abuse Cont
2014/12/17_23:45 my-screenshot.net/Images542.png/ 62.76.74.228 Trojan.Downloader B T 51408 |=m
. B ) : Registrar Abuse Cont
2014/12/17_23:45 my-screenshot.net/Image6s42.png  62.76.74.228 Trojan.Downloader act abuse@reg.ru 51408 |mm
i . ) - Registrar Abuse Cont
2014/12/17_23:45 my-screenshot.net 62.76.74.228 Trojan.Downloader B 51408 |mm
Registrar Abuse Cont
2014/12/17_21:01 whitehorsetechnologi 208.91.199.150 bh-7.webhostbox.net Destination of banking act abuse-contact@pu 10005 @O
—=7""7 es.netfimages/clients/x/mail.php T ' ) "7 phishing blicdomainregistry.c
om

http://www.malwaredomainlist.com/mdl.php 75



SESSION HUACKING AND CROSS
SITE SCRIPT



HTTP Cookies & Sessions

e HTTP is a stateless protocol.

— The lack of association between any two HTTP
requests.

— |t presents a unique challenge to developers who
need to create stateful web applications.

* Cookie
— Netscape provides an elegant solution: cookie.
— It is a state management mechanism at the client-side.

— It is an extension of the HTTP protocol
 the HTTP Set-Cookie header and
* the Cookie request header.



Cookie

* When aclient sends a request for a particular URL, the server can opt to
include a Set-Cookie header in the response.

e Thisis a request for the client to include a corresponding Cookie header
in its future requests.

Cj)HHTRmmﬁ
GET /index.html HTTP/1.1

HOST: www.server.com

» Web Server

Client (Browser) <
HTTP Response

HTTP/1.1 200 OK
Set-Cookie: id=123

HTTP Request

GET /page.html HTTP/1.1
Cookie Store Host: www.server.com
Cookie: id=123

v

-

HTTP Response
HTTP/1.1 200 OK

Set-Cookie: id=123 78




Session

* At the server-side, the server can store certain information about the
client to specify the specific client.

* Every session possesses an unique ID initially assigned by the server, and
can be further provided by the client to retrieve the information stored in
the server.

Client G HTTP Request
Cookie

v

Server
Session Store

HTTP Response
& Set-Cookie SESSID

a HTTP Request
& Cookie SESSID

HTTP Response with SESSID

<
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Security Threats

e Cookie Theft

— |If the session identifier is kept in a cookie, cookie
disclosure is a serious risk, because it can lead to session
hijacking.

e Session Theft

— Does your server well protect your customers’ session data
in the temporary session store?

o /tmp; C:\Windows\Temp
e Traffic Inspection
— HTTP? or HTTPS?
— Session Hijacking
e Session Prediction, Session Capture, Session Fixation



Session Fixation

Attacker @ Server
GET /login.php HTTP/1.1

HTTP/1.1 200 OK
Set-Cookie: SessID=123

O

Send an e-mail having a link with sessID=123.

<a href="http://server.com/
login.php?SessID=123">Click</a>

Click the link.
GET /login.php?SessID=123 HTTP/1.1

Response using sessID=123 @




Cross-Site Script — Social Network

Home Profile Account -

facebook Search

wall Info Photos Notes Links Boxes ++

Create an Ad
What's on your mind?
Hottest Game on

Attach: i #] |- m Facebook!
Options R
FEFLTE HAEAVEMEERS, g T~k FBAutoLike HY script.
" Wednesday at 6:00pm * Like - Comment
&3 Fun and free to play. Click
here to play Clsh of
_ Kingdoms with your
LJ View all 5 comments friends now!
Play MMA Pro
View Photos of Me (11) Fighter

View Videos of Me (3) ( )
Edit My Profile
Write a comment...

Write something about yourseff.

Play the top Mixed Martil
Arts game on Facebook.

Information
1# Chat (Offline)

| browse these content using my account.
Is the content published in my Wall harmful?
Is the ad listed in my page trust worthy? 82



Cross-Site Script — Mail

i . ' & T :-Ei-g
Facebook [ Gmail - TEEFERE. \@ L

. . . . .. ) ~ - A
€« C |8 "Ittps:,-2-*mall.gmmgle.cmm;-“wa /?hl=zh-tw&shva=1#label/Announce/12ca5f1a463cb8c2 Vg | 4 X

»

Gmail Calendar Documents Beader Web more v @gmail.com | & | Settings | Help | Sign out

G ma I | label-announce Search Mail Search the Web _'
EY GOOGLE

Mail

T « Back to "Announce” = Remove label "Announce” Repordspam | Delete [+ | [=
L.Ontacls

m

Movetow Labelsw More actions »

« Newer 2 of 3531 Qlder »

Tas

— FEEMEEEE , FHe  fRage (£ Mew window

ority Inbox (=p Print all

Inbox ERBTEE show details Dec 2 (2 days ago) Reply | v e
Eirral SRR b R B B R
Sent Mail gizifﬁ E%Eg% soapkitchen Australia
Drafts FCALA. - sadih Huge range of 100% Natural,
All Mail Brmeat - 33662995 Organic & Safe Skincare with

Integrity
Spam (92) H{ULEEREFT WWww.Soapkitchen.com.au
Trash BFEE - {E{NEE 1R R E T A A . _
# o FH{E EEN S RE FI FlEE A R R Nonin Pulse Oximeters
@ Announce FEEENEFSETE FEERTE - IET12H Complete Monin Product Line

11 HeR T EA mEre s ENSOFTHEE EE Great prices and fast delivery
migr > ErallSdninde O www. PmedicalOnline.com

: - Discount OPI, Essie.lbd
) o SEOR EBE AR LRk [WRIRETS] - FEN -sste. |
SREERERERE  WREROERNETE - Rhn [ Jlees Sietons, 068 colce
BEAL BABRRESMER » (SRR LS R '
75 -
HEREMEEAREMEERLIE - 10 HEEN - #MiE Private Label Skin Care
i EIAE - WA —1E - EIEEE  TEEEVPIZR 18 | forsalons, Spa, and Bulk

AT 14iE M AR S Y H Sk AR e Sl A EH R T N e Soh AR A -

www.Deautydnails-body.co.uk




yam.com

ol
yam news E
= RIS e

BE > HiF > BEIEE > 1E

" PRAE I GO0 PRI RE L Y

B HerE-20145E 128228 L0638

CEXic]s1 o

(EHEFHDENER/ ZIEHE ) FRIFR ) FEETEERHEEE L—H—&£F
BRRFE_FE  ERBEREEM 08T RS REEFE - B3R EER &
filARERIFEE  MAEOEERERSE - BEFETE LREE  JF TPEE

ToEmET, e

EELTTEL  5-8F%  BEVEERHERG LREICERNER  BHREEL
PR ET AR GEERTE  MESIOEL TS ETPEERNERE -

=EEFEREMZER -

LREL - #RESFEARE  FF -7 FEFH-HERERFERE  FZ5FD

Bl ES A E o

AREBERIHTEESE L —WREFEYY  DEFE0E R EHEECRLE » EEfO
BRYE  BAMA T EEFEHEEEREFERE  RE LE2ERE1S0&ET » EEET

TEMICETR °

EAAIREHS AR TR T E2HREE )  MEINTERE - B FHEINERFEE
EEER - FTEEEM FROETENEERS -

ZPIET | RMEelE | BREAY | MEEEE | [H] B | SRR |

Mashups

R

FAR S

PR

EPIrt &R v l

s b ok | BT | EE e SE

b BT Aies F . —ir e e r T F bt b it —t AT e bt FET fT T T




yam.com

Mashu PS (cont’d)

EEENT JIHPTEN BFaUNVIFFEID. Lunecus | L=l
o FITG L R [10:04] 11-29
o R TEHEFERAER . [09:56) 11-25
ol R L

NEWSE HOTERM

P S SO 2 AR

ol

facebook.com PR i) e om0 RN | ERTH)
F B 3 73 i P L - ERE
¥l #5860 Facebook BAEX L2 KH TS
« KiEZE BE [20:24] 11-27
il Facebook 3f BEAH T4 . SRTE R (20:50] 1127
o« REREHT EMRCHANGE [03:35] 11-22
W i AR BRI R meers W RS AR ® meter) o [REZEIE WEWH [07:34] 11-21
« AEAELWRSEFS « EtfnWEEE OB EE m SR
< IRECHEA jeEEeacH o [SUPRE) B | AORESEASE £l AN _
o HiLETEEEE S REERT o BIFH | JOEERKEISTE BTG Hmmt | HWEn
« FIEIDs HE—EOE [BiETEIEE o B[] EIEHLSEmN v Soing 23— WHAXIE R
« EBE-RN HiasE RT3 o WERETE BET [RRRE)
- BiFEERLRns FNALEAT o BB B oEe0sRs AT BRI
« BREEBRTHE (SMEEME2 Onined .. . (ETTTI) VEWMEE Sk
o RPES1/IHEHFIRAE . (RSEEG2) RIFEW SRS 8 H 1EEE='3‘ BETEENaEm..
o EPTRAREENEEES  (MEOnine) o (AVTTEE) BABTUEEL NRTELELN Wi-{ - BTSBEESE BI009EDE
* GAME STARGISEZ 2%/ 125085 ¢ Wi 2ENTE 2008 le.com ... % (Amazone) FIEEEN...«2
- - G- X*
. e W . REMB SR,
ﬁ E ﬂﬁ IEEiﬁ ? Goih = \ R VS
MHe BE: DEE OBEE SEE DEE  ®PTV R usasad
« ITRES A oangdE [02:43] 12-03
o FNAE@AHE—EOR MiBA..  [08:40] 12-03

B il BgT% B (g
i3 « SREHERSE W|MIS=MEER. [04:26] 12085
AR PESERRE FroreromE EETERNA o EETSEBFE : AEGE SNl e 9421 1902



How to prevent Cookie/Session/XSS?

* We use our private account to view the content
provided by others.
— How could we assure what we are browsing is secure?

— |If we are platform owner, how do we prevent from
information leaking?

— Who is trustworthy?

* |Input validation is always the basic and easy-to-
forgotten work for web application developer.

* Additional reading material for MySpace: http://namb.la/popular/tech.html



WEB SECURITY BULLETIN AND
ETHIC



Information Security

* There has no security products that can
prevent 100% attacks.

* |n a system, human beings is always the most
vulnerable component.

— Most of time, security education is more
important than buying security products.

* insider, password, usb storage, CD/DVD, email,

unencrypted WiFi AP, printed documents, social
engineering, phishing, ...



Is PDF safe?

i EEFELEN] pdf - Adobe Reader
BED REE R0 2O TR WED ZHEEE)

¢ 2009/11 =l EE':IT 11 @ ® 7w |- e
Exploit.Win32.Pidief.cvd

— Once you open the
malicious PDF file, your PC
is under the control of
remote hacker.

— Itis a 173KB PDF file, which
can be viewed by Adobe
Reader.

ER TR RERR

SOO0 - fSEiIE L, L BRI b S TITE T T Bk Tk LU T AR 4

JavaScript IEIEL

TR Jsvssot 2 DBl B JavascriptiE:

|/ <Hade-Aclons =

|/ <ACRO source=Pagel EERE

| B2 Actionl < /ACRO_source

W/ <ACRO script=

if*********** ERt © Page-Actions:Pagel . EE R
|

|

I

-Eg:.ﬂ'.':ti(:'ﬁl ***********}I
\function urpl(scy

fvar keyu="u",
— The vulnerable Adobe [rar re = /2/g;
. lsc = sc.replace(re, kel
Reader will execute the freturn sc;
Is

JavaScript code embedded
in the PDF file.

var esprpl=Unescape;
var nopnop = urpl{"%624141%74141");
Iﬁ@pblock = esprplinopnop);

v = INATACD ML 72 2B NS FE SN FHTA O NE M T

89

i
|
i function xxoo() {
|




Subpect: USARA: urgent notification Sam, 17 Jan 2000 22:25:52 0100

Frome LSAA <no-reply@usas com Ph

Dabe: 5:25 P4

G.

3.

=
10Q

[ i e —

) HSBC; Digital&rtifk.u.tﬁ Form - Mozilla Firefox

: . st Bucenbmiarks e

G - C Y (@ b hsbe. co.uk. dezzzaf . com.plf 1 /2 HSECINTEGRATECH
USAA® |

‘w ; Rk Rating _ g : (7] Radchaviag Almaty Matvrl

g .:[ I HSEL: Degatal Certilicate F | ‘
; Update Your Account Information Within 24 Hours

i Restart The Form

Valued eBay Member,

e According to our site policy you will have to confirm that you are the real owner
IntEI"HEt Banl' completing the following form or else your account will be suspended within 24 |

Never share your eBay password to anyone!

Internet Banking user EStablish your proof of identity with ID Verify (free of charge) - an easy way to |
trading partner. The process takes about 5 minutes to complete and involves up

ERINS g Wy 'i“'" ! information. When you're successfully verified, you will receive an ID Verify icon
R T " - Currently, the service is only available to residents of the United States and U.S

Virgin Islands and Guam.)

meb‘

To update your eBay records == Click here <<

We appreciate your support and understanding, as we work together to keep eBay a safe place t

Thank you for your patience in this matter.




Password

D

SIS

g

http://password.mx500.com/

D | TiEs Flat +«n~4) |
@ | kEHEER cond/incr | +((len-n)~2) | [
@ | hEEeR cond/Incr | +((len-n)*2) | [
Q| g Cond +(n*4) m
@ | HgEet Flat +n~s) |
Q | FE PSR E SR Flat «n-2) |8
QD | EEEREEEE Flat +«n-2) ||
O | HEHIFR Flat -n | o
Q@ | REgEER Flat -n | o
@ | Eiz R (Case Insensitive) Incr -(n(n-1)) ||
O |EEHTRESR Flat -=2) I8
O |EEsETR Flat -=2) |
O |EmETET Flat -»=2) |
@ | iR =18 (4abe, def) Flat =3 |8
© | sEmerrEiB =16 (0123,234) Flat -*3) ||

MOST POPULAR PASSWORDS

Nearly one million RockYou
users chose these passwords lo
protect their accounts.

1. 123456 17. michael

2. 12345 18 ashley

3. 123456789 19 654321

4. password 20 qwerty

5. iloveyou 21. iloveu

6. princess 22 michelle

7. rockyou 23 11111

8. 1234567 24 0

8. 12345678 25 tigger
10. abc123 26. password1
11. nicole 27 sunshine
12. daniel 28 chocolate
13. babygirl 29 anthony
14, monkey 30. angel

15. jessica 31. FRIENDS
16. lovely 32. soccer
Source: Imperva
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I'm proud that | store my password in
plaintext.

* http://plainpass.com/

* There are several ways to store clients’
password

— plaintext

— pure hash

— salted hash

— encrypted password
— multi-salted hash


http://plainpass.com/

Google Hacking

Googlews.
R38R . ..

- HREARERTR BRSNS T EREEEN  AAREEMERENER - FOEREARETRER -

RSN S - A T EBIFPRY T - (BREATSEE |

R SASN

© 2010 Google - Google 58

FHH SRR 2 Google 3HHY -

There are lots of advance searching techniques that can dig private and sensitive information.
Google would craw all possible files and web pages on the Surface Web.
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Google Hacking: Trolling For Email Addresses & Site

GO gle *@im.ntu_edu tw

G

£ 331,000 FEESR (RBIFRD : 0.407)
ENEEEL-BUEERE

www.im.ntu.edu.tw/ ~
S ubf robots.txt » FEIhEGRIR AR RAVEEAH — FEAREEE -

] Eile & H #H BE~ ERIH

2014= S EEE T RS- IMWhatiM - 22 XEEE225S
union.im.ntu.edu.tw/imWhatiti/ ~

RIS, 20140008 HHISEEEIRG B 5817 » SODEREER. 2014-07-22
HAIEE R 103EMES | SRR | IR SSER - B8

Bing-Yu Chen

graphics.csie.ntu.edu.tw/~robin/ = FIEEEEEE

20143 12H6H - Email, robin(AT)ntu.edu tw. Web,
http:/igraphics . csie.ntu edu tw/~robin/ ... Spring 2013 IM Ph.D. Ferum (with Hsin-Min
Lu) also in Fall 2009 (with ...

s -BErEEETEHER

exp.management ntu.edu.tw/zh-TW/IM/teachers/26 -

HEEE, ZEE413E. E|F, (02)33661176. 4. HE. 8./ 85, hitp:/fwww.im.ntu,
edu tw/~lckung. E-mail, lckung(AT)ntuedu tw. THISSESE,, SEliE, BEgEElE

start [GOAL - Graphical Tool for Omega-Automata and Logics]
goalim.ntu.edu.tw/ ~ FEEEEER

GOAL is a graphical interactive tool for defining and manipulating Bichi automata and
temporal logic formulae. It also partially supports other variants of ...

E‘/""\E‘E?E\E

hitps:/fintranet.im.ntu.edu.tw/ ~

EEOEHIM Intranet » FHGIFESEEROBE - 84 - B¥E - &F . _FHI
TERRIRIEE A ¢+ NRESRST BB 2 WA TR fERE « Bl {3a8: imta@im ntu edu tw.

RERERE -EUEES BT EEERENREAN
exp.management ntu.edutw/IM/EEF EEF £ SESHEHE ~
Brr A o B (02)3366-1198 EFEME © imta(AT im.ntu.edu tw. EEGEF HNEHE

H gt A BREMREEAER - 1ESAMBA POC B 26 RAARE -

site: im.ntu.edu.tw

=] EH Bl

497 603,000 IESER (2I5RS 1 0.30%))
20142 NEEFE T RFE-ImWhatlM - 22 RZEER2EE ST

union.im.ntu.edu.tw/ImWhatit/ -
RETAE. 2014-08-08 HAIC BRI BRI 8 T - SuiliEsin . 2014-07-22
ERIEE A 103 S A SRS TEAE | fulhF L LN » 58

3 #hR E R ta

[PDF1|BM Solutions Grid for Business Partners
joung.im.ntu.edu.tw/teaching/../IBM_grid_wp.pdf ~ EiEZEEEEE

on site or through a VPN connection. Business Partners will be able to run Gnd
applications using * hardware and simulated virtual machines under. Linux and ...

Pacific Graphics 2006 in Taipei

graphics.im.ntu.edu.tw/pg2006/ ~ EZEEEE

The 14th Pacific Conference on Computer Graphics and Applications (Pacific Graphics
2006) will be held on October 11 to 13, 2006 in Taipel, Taiwan. Taipel Is ...

POl aZ(ERRiEE - EUEE 2
weal.im.ntu.edu.tw/report/BooMiner.pdf ~

&5 BooMiner SESMERE(Site Map). JHERIS XThas: 1+ sA8iERRREE | LA EE
AT E - BooMiner LIIFER E SR 5 AT AR, B4k » Boom Index F R ..

[PDF] Protein Function Prediction By Matching 3D ... - NTUR
ntur lib.ntu.edu.tw/retrieve/170793/11.pdf ~ FEEEEER

F CC Chen Z{F - 2003 - 33 [H 4 2 - X E

T{cechen, magictu, zick, liangl@emlab.csie ntu edu tw, Irobin@ntu edu tw, *ming
@csie.ntu.edutw ... where the protein matches the selected site can be con-.

[PDFT hittp:/Awww.im.ntu.edu. tw/frontiers2013/
frontiers2013.im.ntu.edu.tw/sites/. . /Conference%20Progra... = Ei:ZEEER
20132 T7HG6H - Page 1. http:/fwww.im.ntu.edu tw/frontiers2013/ ... “Web Site
Engagement: Behavioural or Attitudinal?” Enngue Bigne, University of Valencia, ...

[PDFIFLoD: A Framework for Peer-to-Peer 3D Streaming
graphics.im.ntu.edu.tw/docs/infocom08.pdf ~ EEEEE

HOSY Hu S - WS [H 88 20 - MR E

3D sites were to exist, prior installations for each one of them would be frustratingly ...
Scalable and efficient 3D streaming thus may be an im- portant enabler for ___



95



